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Notices and disclaimers

© 2018 International Business Machines Corporation.  No part of 

this document may be reproduced or transmitted in any form 

without written permission from IBM.

U.S. Government Users Restricted Rights — use, duplication or 

disclosure restricted by GSA ADP Schedule Contract with IBM.

Information in these presentations (including information relating 

to products that have not yet been announced by IBM) has been 

reviewed for accuracy as of the date of initial publication 

and could include unintentional technical or typographical 

errors. IBM shall have no responsibility to update this 

information. This document is distributed “as is” without any 

warranty, either express or implied. In no event, shall IBM be 

liable for any damage arising from the use of this information, 

including but not limited to, loss of data, business interruption, 

loss of profit or loss of opportunity. IBM products and services 

are warranted per the terms and conditions of the agreements 

under which they are provided.

IBM products are manufactured from new parts or new and used 

parts. 

In some cases, a product may not be new and may have been 

previously installed. Regardless, our warranty terms apply.”

Any statements regarding IBM's future direction, intent or 

product plans are subject to change or withdrawal without notice.

Performance data contained herein was generally obtained in a 

controlled, isolated environments. Customer examples are 

presented as illustrations of how those

customers have used IBM products and the results they may 

have achieved. Actual performance, cost, savings or other 

results in other operating environments may vary.

References in this document to IBM products, programs, or 

services does not imply that IBM intends to make such products, 

programs or services available in all countries in which 

IBM operates or does business.

Workshops, sessions and associated materials may have been 

prepared by independent session speakers, and do not 

necessarily reflect the views of IBM. All materials and 

discussions are provided for informational purposes only, and 

are neither intended to, nor shall constitute legal or other 

guidance or advice to any individual participant or their specific 

situation.

It is the customer’s responsibility to insure its own compliance 

with legal requirements and to obtain advice of competent legal 

counsel as to the identification and interpretation of any 

relevant laws and regulatory requirements that may affect the 

customer’s business and any actions the customer may need to 

take to comply with such laws. IBM does not provide legal advice 

or represent or warrant that its services or products will ensure 

that the customer follows any law.
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Notices and disclaimers continued

Information concerning non-IBM products was obtained from the 

suppliers of those products, their published announcements or 

other publicly available sources. IBM has not tested 

those products about this publication and cannot confirm the 

accuracy of performance, compatibility or any other claims 

related to non-IBM products. Questions on the capabilities of 

non-IBM products should be addressed to the suppliers of those 

products. IBM does not warrant the quality of any third-party 

products, or the ability of any such third-party products to 

interoperate with IBM’s products. IBM expressly disclaims all 

warranties, expressed or implied, including but not limited to, the 

implied warranties of merchantability and fitness for a purpose.

The provision of the information contained herein is not intended 

to, and does not, grant any right or license under any IBM 

patents, copyrights, trademarks or other intellectual 

property right.

IBM, the IBM logo, ibm.com and [names of other referenced IBM 

products and services used in the presentation] are trademarks 

of International Business Machines Corporation, registered in 

many jurisdictions worldwide. Other product and service names 

might be trademarks of IBM or other companies. A current list of 

IBM trademarks is available on the Web at "Copyright and 

trademark information" at: www.ibm.com/legal/copytrade.shtml.
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Agenda

• Introduction to the MQ Cloud service

• Mini demo

• New features

• TLS

• AMS

• New deployment options
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Run IBM MQ in any 
location or cloud 
exactly as you
need it 

On-premise, 
software and the MQ 
Appliance

Run it yourself in 
any cloud, public or 
private

Let IBM host it for 
you with its new 
managed MQ service 
in IBM Cloud 

Private cloud

AWSAWS
AWSAzure

AWS

…

Linux

Windows
Solaris

HPE

AIX

IBMi

IBM Z

Appliance

NEW

IBM Cloud Private

Introducing the MQ Cloud service
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Hardware, virtualization, servers, 
network, storage

Queues, topics, channels,
clustering, applications

MQ installation, basic configuration, 
security, maintenance

Managed & 

operated

by IBM

Configured & 

monitored

by the 

customer

Provision queue managers 
directly into IBM Cloud

IBM owns the infrastructure 
and the responsibility to 
keep the systems running

The customer owns the 
application-level 
configuration and the 
monitoring

Hosted on

Introducing the MQ Cloud service
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MQ on Cloud 

service

IBM / VendorCustomer

Data centre

Networking

Servers

Storage

Hypervisor

Virtual machine

OS patching

MQ patching

QM failover

Queues, Topics

Clustering

QM availability/restart

Q / Msg monitoring

Application

System monitoring

Data centre

Networking

Servers

Storage

Hypervisor

Virtual machine

OS patching

MQ patching

QM failover

QM availability/restart

Queues, Topics

Clustering

Q / Msg monitoring

Application

System monitoring

Data centre

Networking

Servers

Storage

Hypervisor

Virtual machine

OS patching

MQ patching

QM failover

QM availability/restart

Queues, Topics

Clustering

Q / Msg monitoring

Application

System monitoring

Data centre

Networking

Servers

Storage

Hypervisor

Virtual machine

OS patching

MQ patching

QM failover

QM availability/restart

Queues, Topics

Clustering

Q / Msg monitoring

Application

System monitoring

Data centre

Networking

Servers

Storage

Hypervisor

Virtual machine

OS patching

MQ patching

QM failover

QM availability/restart

Queues, Topics

Clustering

Q / Msg monitoring

Application

System monitoring

BYOL Cloud 

IaaS install

MQ ApplianceMQ in IBM 

Cloud Private

On-premises 

software MQ

Division of responsibility based on form factor
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Mini-demo

Mini-demo
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Find IBM MQ in the “Integrate” section of the IBM Cloud catalog
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Get started in minutes with the interactive guided tour
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Quickly provision messaging capability in the Cloud

Free Trial so you 

can get started at 

no cost

Paid options in 

sizes to suit 

typical workloads
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Up and running in minutes!
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Up and running in minutes!
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Integrated User and Application management, backed by IBM Cloud
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Manage MQ using the integrated MQ Console in your browser
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… or using familiar tools like MQ Explorer and runmqsc
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Agenda

• Introduction to the MQ Cloud service

• Mini demo

• New features

• TLS

• AMS

• New deployment options



MQ Technical Conference v2.0.1.8© 2018 IBM Corporation

Configuring trust store TLS certificates
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Configuring trust store TLS certificates
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Configuring trust store TLS certificates
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Configuring trust store TLS certificates
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Configuring trust store TLS certificates
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Configuring key store TLS certificates
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Configuring key store TLS certificates
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1. Automatically encrypted by the sending 
client so that it can only be decrypted by the 
intended recipient

2. Or encrypted by the queue manager on 
receipt, for cases where the application 
deployment cannot be updated

 Benefits

• No application code changes required

• Goes beyond TLS channel security, which 

only protects data in transit between 

processes

• Message data can only be read by the 

intended receiving application code

• Not on the queue by the system administrator

• Not on the disk by your infrastructure or cloud provider

• Proven, trusted approach to fulfilling 

compliance requirements such as GDPR, 

PCI, HIPAA etc

 MQ Advanced Message Security (AMS) provides the capability to encrypt messages in transit and at 

rest between sender and receiver.

Application B
Application A

Channels

IBM MQ 
Advanced

Queue 
Manager

Queue 
Manager

End-to-end message level security
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Configuring key store TLS certificates, incl AMS
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Configuring key store TLS certificates, incl AMS
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Run IBM MQ in any 
location or cloud 
exactly as you
need it 

On-premise, 
software and the MQ 
Appliance

Run it yourself in 
any cloud, public or 
private

Let IBM host it for 
you with its new 
managed MQ service 
in IBM Cloud 

Private cloud

AWSAzure

…

Linux

Windows
Solaris

HPE

AIX

IBMi

IBM Z

Appliance

NEW
AWSAWS

AWS

IBM Cloud Private

Introducing the MQ Cloud service

AWSAWS

VERY

NEW
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Deploying a queue manager to AWS

MQ on Cloud –

Queue mangers can now 

be provisioned on 

infrastructure in 

IBM Cloud and AWS 

ensuring that MQ is 

where you need it most –

close to your applications
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Managing a queue manager to AWS

All queue managers on 

IBM Cloud and AWS 

can be managed from 

one place in the 

MQ on Cloud service.
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© 2018 IBM Corporation

App B

App A

Using IBM MQ to reliably transfer data between different cloud providers
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The MQ on IBM Cloud service

IBM MQ that you know and trust

… but in a managed Cloud service!

Try the service for free at:
console.bluemix.net/catalog/services/mq
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Related sessions:

• Running MQ in the Cloud

• Monday 1.00pm (Leopardwood)

• Tuesday 8.30am (Leopardwood)

• Running MQ in Containers

• Monday 3.45pm (Leopardwood)

• Tuesday 1.00pm (Leopardwood)

Thank You - Questions?

• MQ Hybrid Cloud Architectures

• Tuesday 9.45am (Sagewood)

• Wednesday 9.45am (Sagewood)
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