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Notices and disclaimers

© 2018 International Business Machines Corporation. No part of
this document may be reproduced or transmitted in any form
without written permission from IBM.

U.S. Government Users Restricted Rights — use, duplication or
disclosure restricted by GSA ADP Schedule Contract with IBM.
Information in these presentations (including information relating
to products that have not yet been announced by IBM) has been
reviewed for accuracy as of the date of initial publication

and could include unintentional technical or typographical
errors. IBM shall have no responsibility to update this
information. This document is distributed “as is” without any
warranty, either express or implied. In no event, shall IBM be
liable for any damage arising from the use of this information,
including but not limited to, loss of data, business interruption,
loss of profit or loss of opportunity. IBM products and services
are warranted per the terms and conditions of the agreements
under which they are provided.

IBM products are manufactured from new parts or new and used
parts.

In some cases, a product may not be new and may have been
previously installed. Regardless, our warranty terms apply.”
Any statements regarding IBM's future direction, intent or

product plans are subject to change or withdrawal without notice.

Performance data contained herein was generally obtained in a
controlled, isolated environments. Customer examples are
presented as illustrations of how those

customers have used IBM products and the results they may
have achieved. Actual performance, cost, savings or other
results in other operating environments may vary.

References in this document to IBM products, programs, or
services does not imply that IBM intends to make such products,
programs or services available in all countries in which

IBM operates or does business.

Workshops, sessions and associated materials may have been
prepared by independent session speakers, and do not
necessarily reflect the views of IBM. All materials and
discussions are provided for informational purposes only, and
are neither intended to, nor shall constitute legal or other
guidance or advice to any individual participant or their specific
situation.

It is the customer’s responsibility to insure its own compliance
with legal requirements and to obtain advice of competent legal
counsel as to the identification and interpretation of any
relevant laws and regulatory requirements that may affect the
customer’s business and any actions the customer may need to
take to comply with such laws. IBM does not provide legal advice
or represent or warrant that its services or products will ensure
that the customer follows any law.
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Notices and disclaimers continued

Information concerning non-IBM products was obtained from the
suppliers of those products, their published announcements or
other publicly available sources. IBM has not tested

those products about this publication and cannot confirm the
accuracy of performance, compatibility or any other claims
related to non-IBM products. Questions on the capabilities of
non-IBM products should be addressed to the suppliers of those
products. IBM does not warrant the quality of any third-party
products, or the ability of any such third-party products to
interoperate with IBM’s products. IBM expressly disclaims all
warranties, expressed or implied, including but not limited to, the
implied warranties of merchantability and fithess for a purpose.
The provision of the information contained herein is not intended
to, and does not, grant any right or license under any IBM
patents, copyrights, trademarks or other intellectual

property right.

IBM, the IBM logo, ibm.com and [names of other referenced IBM
products and services used in the presentation] are trademarks
of International Business Machines Corporation, registered in
many jurisdictions worldwide. Other product and service names
might be trademarks of IBM or other companies. A current list of
IBM trademarks is available on the Web at "Copyright and
trademark information" at: www.ibm.com/legal/copytrade.shtml.
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Introduction to the MQ Cloud service

Mini demo

New features

« TLS
- AMS

New deployment options
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loud service

Let IBM host it for
you with its new
managed MQ service
in IBM Cloud

On-premise,
software and the MQ
Appliance

] IBM Z = paure
] AlX ¢ 1BM Cloud
Windows . ’
Solaris
HPE — |BMmi \
Appliance ~ N ,
— ’) Yo _ IBMCloud

t B A k IBM Cloud Private L
[ 5 s 5= M5 - Y
Private cloud
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Introducing the MQ Cloud service

Configured &
monitored
by the
customer

Provision queue managers
directly into IBM Cloud

IBM owns the infrastructure
and the responsibility to
keep the systems running

The customer owns the Managed &
application-level operated
configuration and the by IBM

monitoring

Queues, topics, channels,
clustering, applications

MQ installation, basic configuration,
security, maintenance

Hardware, virtualization, servers,
network, storage
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Division of responsibility based on form factor

On-premises MQ in IBM MQ Appliance BYOL Cloud MQ on Cloud
software MQ Cloud Private laaS install service

Application Application Application Application Application

Clustering Clustering Clustering Clustering Clustering

Q / Msg monitoring Q / Msg monitoring Q / Msg monitoring Q / Msg monitoring Q / Msg monitoring

Queues, Topics
QM failover

Queues, Topics
QM failover
QM avalilability/restart
MQ patching

Queues, Topics
QM failover
QM availability/restart
MQ patching

Queues, Topics
QM failover
QM avalilability/restart
MQ patching
OS patching

Queues, Topics
QM failover
QM availability/restart
MQ patching
OS patching

QM avalilability/restart
MQ patching

OS patching OS patching OS patching

System monitoring System monitoring System monitoring System monitoring System monitoring

Virtual machine Virtual machine Virtual machine Virtual machine Virtual machine

Hypervisor Hypervisor Hypervisor Hypervisor Hypervisor

Storage Storage Storage Storage Storage

SEIES SEIES SEIWES SEIWES SEWEIRS

Networking Networking Networking Networking Networking

Data centre Data centre Data centre Data centre Data centre

Customer IBM / Vendor
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©2018 IBM Corpol MQ Technical Conference v2.0.1.8




e ———

© 2018 1BM Corporation MQ Technical Conference v2.0.1.8



l

© 2018 IBM Corporation

Find IBM MQ in the

Ay
/7y

gy

“Integrate” section of the IBM Cloud catalog

MQ Technical Conference v2.0.1.8



— ;) IBM Cloud Catalog Docs Support Manage

Integrate [

(ig) MQ-demo

Getting started

Manage
Resource Group: default Location: US South

D:D Guided tour Step1of3

= ]

Introductory guide

Queue managers User permissions Application permissions

Welcome! To help you get up and
running this guide takes you through
the following steps:

1. Create a queue manager
2. Connect a demo application

NO queue managers“' yet 3. Launch the MQ Console

Why not use our interactive guide to quickly get up and running with your

first queue manager.
Get startlyd

Get started in minutes with the interactive guided tour

MQ Technical Conference v2.0.1.8
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= (3 IBMCloud

Catalog Docs Support Manage

Integrate /
ig/) MQ-demo

Resource Group: default

Getting started

Manage
Location: US South

Paid options in
sizes to suit

& Create queue manager typlcal WOI‘k|0adS

Select the Trial queue
Size manager size

Free Trial so you
T can get started at
no cost

Trial *

Perfect for trying out the
service. Valid for 30
days.

Approximately 200
messages per second
and 20 concurrent
connections.

Small

Appropriate for light
workloads such as
supporting an individual
department or
application.

Approximately 200
messages per second
and 50 concurrent
connections.

Medium

Appropriate for shared
use by a number of light
to moderate workload
applications.

Approximately 1000
messages per second
and 200 concurrent
connections.

Free $1.30 per hour
< 1 x VPC-hour price

$5.20 per hour
4 x VPC-hour price

L A

Large

Appropriate for heavy
throughput scenarios
where transaction

performance is critical.

Approximately 2500
messages per second
and 1000 concurrent
connections.

$15.60 per hour
12 x VPC-hour price

[m Create a queue manager Step10of 3

Select the size

Selecting the right size queue manager
will help you get the appropriate
performance for your scenario.

For this guide, select the Trial queue
manager as it is free and will expire
after 30 days.

Quickly provision messaging capability in the Cloud

© 2018 IBM Corporation
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IBM Cloud Catalog Docs Support Manage

Integrate /[

(g)) MQ-demo :

Getting started

Manage

Resource Group: default Location: US South

Queue managers User permissions Application permissions
e e m
Name = Display name Version Location L3 Status Actions
QM1 My first queue manager 9.0.511 IBM Cloud US South Deploying

Up and running in minutes!
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Catalog Docs Support Manage

Integrate /
) MQ-demo :

Resource Group: default Location: US South

Getting started

Manage

Queue managers User permissions Application permissions
kb e m
Name = Display name Version Location Status Actions
QM1 My first queue manager 9.05r1 IBM Cloud US South @ Running

Up and running in minutes!
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L;) IBM Cloud Catalog Docs Support

Integrate [

(ig) MQ-demo

Manage S—

Getting started

Resource Group: default Location: US South

Queue managers User permissions Application permissions
Refresh ¢
L3
Name - Display name Version Location Status
QM1 My first queue manager 9.05n1 IBM Cloud US South @ Running

Manage

Actions

Integrated User and Application management, backed by IBM Cloud
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;) IBM Cloud Catalog Docs Support Manage 9

Integrate [

(&) MQ-demo

Getting started

Manage

Resource Group: default Location: US South

Queue minagers User permissions Application permissions
Add application
Name ~ MQ username Description Actions
ibm demo app ibmdemoapp

Manage MQ using the integrated MQ Console in your browser
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L7 IBM MQ Explorer (Installation1)

File

Edit

Window Help

t5. MQ Explorer - Navigator
4 G BMMQ

4
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Queue Managers
4 [0 ThinkLabsQM on 'thinklabsgm-8d7d.qm.b
Queues
Topics
Subscriptions
Channels
Listeners
Services
Process Definitions
Namelists
Authentication Information
Communication Information
Queue Manager Clusters
JMS Administered Objects
Managed File Transfer
Service Definition Repositories

B MQ Explorer - Content

Queue Managers

Filter:

(R

-

Command Prompt - runmgsc -u admin -c ThinkLabsQM

Microsoft Windows

C:\Users\IBMUser>set MQSERVER=CLOUD.ADMIN.SURCONN/TCP/thinklabsqm—78d?.gqm.bheta.m

gc loud . ibm.com{32529)

C:\Users\IBMUser>runmgsc —u admin —c¢ ThinkLabhsQM

5724-H72 <(C)> Copyright IBM Corp.
Enter password:

o 0o 00 0o 0 0 0 0 e o D 0 o o D 2 2

Starting MQSC for gqueue manager ThinkLahsQM.

dis gl<(DEU.»*)>
1 : dis gl<DEU.»>
AMQ84091: Display Queue details.
QUEUECDEVU .DEAD.LETTER.QUEUE>
AMQ84091 : Display Queue details.
QUEUE<DEV.QUEUE.1>
AMQ84091: Display Queue details.
QUEUECDEVU.QUEUE.2>
AMQ84091 : Display Queue details.
QUEUE<DEV.QUEUE.3>

[Version 6.1.760811
Copyright <{c> 2889 Microsoft Corporation.

All rights reserved.

1994, 2617.

TYPEC(QLOCAL>
TYPE<QLOCAL>
TYPEC(QLOCAL>
TYPE<QLOCAL>

... or using familiar tools like MQ Explorer and runmgsc
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Introduction to the MQ Cloud service

Mini demo

New features

« TLS
- AMS

New deployment options
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Configuring trust store TLS certificates

= 5 iBMCloud

Getting started

Resource group: default Location: US Soutt
QM1 Running
Details Logs & diag

1. Import certificates

Simply import all files relating to the certificate; route, intermediary, etc. Trusted

Label
Accepted file types are X, Y and Z.

_ MQ Technical Conference v2.0.1.8
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Configuring trust store TLS certificates

= 5 BMCloud

Getting started

Resource group: default Location: US Sout

oMl

Details Logs & diag
1. Import certificates

Label Simply import all files relating to the certificate; route, indermediary, etc. Trusted
Accepted file types are X, Yand Z

3 files atached

_ MQ Technical Conference v2.0.1.8
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Configuring trust store TLS certificates

Re Location: US Soutt
oM1
Details Logs & diagaass Adainictzation KouStoca :  Importcertificate
2. Label the certificate
Label

Label

Replacement cert

e ———
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Configuring trust store TLS certificates

= 5 IBMCloud Catalog Docs  Support

Integrate /| MQ
My MQ

Resource group: default Location: US South

Getting started

Manage

< QM1 @ Running

Details Logs & diagnosti Admini: i Key Store Trust Store Import certificate

Label ~ Days to expiry Trusted
App17 32 (O]
c34 17 (O]
Ca2 141 ® )
Replacement cert 724
$65 321 @
$90 578 (O]
ZoningApp 899 [ o]
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Configuring trust store TLS certificates

© 2018 IBM Corporation

Getting started

Manage

Integrate |/ MQ
=) My MQ

Resource group: default

< QM1 @ Running

Location: US South

Details Logs & diagnostics Adminletratt
] _Aepl7 32
0 “'\_

— c3a ) 17
L™ - s
Days to expiry Issued
C34 27-Jun-18
Expires Issuer
27-Jun-18 DigiCert
I ca3 141
565 3
590 578
—  ZoningApp 899

Key Store

Trust Store

Fingerprint

00:1A:2A:4C

N

CN=RUB, O=IBM

Import certificate

N
HEHHBRY

Damain
HARRBHHRRRER ...

Download public certificate | [ Copy details |

8 8
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Configuring key store TLS certificates

Docs Support Manage

Integrate | MQ
=) My MQ :

Resource group: default Location: US South

Getting started

Manage

LR
L

“— QM1 @ Running

Details Logs & diagnostics Administration Key Store Trust Store Import certificate

Certificates in the key store can be used to setup Transport Layer Security (TLS) for the gueue manager or specific channels and to setup message data encryption using Queue Manager AMS.

4 certificates 2in use Filter certificates by channel: Select channel... -

Default: IBM-51

In use: Queue Manager o

CA-2

Inuse: Channel

Days to expiry Days to expiry
1095 289

Expires Expires
15-Aug-21 29-Apr-19

Copy details Show mare \

CA-1 OM1-550

Mot in use Expired
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Configuring key store TLS certificates

Docs Support Manage

Integrate [ MQ

Getting started
Manage — y Q .
Resource group: default Location: US South
T i uss FIUSH LT LGS Y GGG S e e
A
-

CA-2

Inuse: Channel

Default: IBM-S1

In use: Queus Manzger @

Days to expiry Days to expiry Expires
1095 863 03-Apr-20
Expiras Issued Issuer
15-Aug-21 03-Apr-18 GoDaddy
Fingerprint DM
00:7R:1F:4T CN=RUB, 0=IEM
Hdusag
CA-1 e
Notin use Domain
EEEE SRR R R R R e e e B e L
#ygggusat g HG NS H AR ERRERERERERER AR R RE Y
Days to expiry M R R
29 H#afnR R Rt R a Ry
#ygggusat g HG NS H AR ERRERERERERER AR R RE Y
e e e e e
Expiras EEEE SRR R SRR E R R R R e e L p
27-Aug-20 B S E SR

Copy details Showmare Copy details Show less |

QOM1-550
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End-to-end message level security

Automatically encrypted by the sending
client so that it can only be decrypted by the
intended recipient

Or encrypted by the queue manager on
receipt, for cases where the application
deployment cannot be updated

Application B

IBM MQ 1~

Advanced

Application A

- Su

0 ‘

Queue Manager
Manager

© 2018 IBM Corporation

Benefits
No application code changes required

Goes beyond TLS channel security, which
only protects data in transit between
processes

Message data can only be read by the
intended receiving application code

*  Not on the queue by the system administrator
*  Not on the disk by your infrastructure or cloud provider

Proven, trusted approach to fulfilling
compliance requirements such as GDPR,
PCI, HIPAA etc

MQ Technical Conference v2.0.1.8



Configuring key store TLS certificates, incl AMS

Docs Support Manage

Integrate | MQ
=) My MO ;

Resource group: default Location: US South

Getting started

Manage

4 certificates 2in use Filter certificates by channel: Select channel... =

. ) .
Default: IBM-51 L1erl nas Delete M Download public certificate
In use: Queue Manzger @) -

Days to expiry Manage CA‘z

1095
Expires @ Use this certificate for TLS:
15-Aug-21 O Queue manager

Copy details @ Select channel(s)

2 channels selected -

CA-1

Natin use D] U s@ this certificate for Queue Manager AMS:

Days to expiry

29

Expiras

27-Aug-20

Fan
{ )
Copy details Show mora 1 ‘E’
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Configuring key store TLS certificates, incl AMS

Docs Support Manage

Integrate | MQ
=) My MQ :

Resource group: default Location: US South

Getting started

Manage

4 certificates 2in use Filter certificates by channel: Select channel... -

. oy _
Default: IBM-S1 e Delete @ Download public certificate
In use: Queus Manager -

Days to expiry Manage CA-2

1095
Expires @  Use this certificate for TLS:
15-Aug-21 () Queus manager

Copy details (® select channel(s)

2 channels selected -

CA-1

o @) Use this certificate for Queue Manager AMS:
Days to expiry Select channel(s)

* 2 channels selected -
;?i-r:i.g-zo A channel with a very long name I

[ ] Another channel

- @ Cancel ||
Copy details Show mane 1 One more channel m
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Introducing the MQ Cloud service

Let IBM host it for
you with its new
managed MQ service
in IBM Cloud

On-premise,
software and the MQ
Appliance

¥
IBM 7 \-Aﬂ Azure
S AIX . IBMCloud )
WWindows Solaris ,
HPE 1B \'\
ARRIEAEE s) \1 \ _ IBMCloud

EER " IBMCloud Private  ~
L SRS ; . /
~ Private cloud

© 2018 IBM Corporation

MQ Technical Conference v2.0.1.8



& Create queue manager

MQ on Cloud —

Queue mangers can now T s M
Trial Small Medium Large

Appropriate for shared use by a number of Appropriate for heavy throughput scenarios

. .
b ‘ rOVI S I O n ‘ d O I l Perfect for trying out the service. Valid for 30 Appropriate for light workloads such as 5 5
S. supporting an individual department or light to moderate workload applications. where transaction perfnrmam:e is ci

and and application.

infrastructure in

1 xVPC-hour price 4 % VPC-hour price

I B M ‘ I O u d an d AWS Learn more about how we define the queue manager sizes, suggested use and throughput

Details

Queue manager name * Display name

ensuring that MQ is
where you need it most —

close to your applications

|AWETlnud USEast1

MQ Technical Conference v2.0.1.8
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User permissions Application permissions

Display name

My first AWS queue mana ger

All queue managers on
IBM Cloud and AWS

can be managed from

Location

one place in the

MQ on Cloud service. AWS US East 1

1BM Cloud Germany

© 2018 1BM Corporation MQ Technical Conference v2.0.1.8
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IBM Cloud

Using IBM MQ to reliably transfer data between different cloud providers




2] 1BM MO

IBM MQ

Default Dashboard

Queues on QM_IBM

® \ +

€ (O & | https://web-gm-ibm-5583.gm.eu-gb.mqcloud.ibm.com

A Name Queue type Queue depth

DEV.QUEUE.z Local 0

DEV.QUEUE.Z Local 0

STOCK Local 0

STOCK.REPLY Remote

TO.AWS Local 0

Total: 7 Last updated: 3:16:49 PM
Channels on QM_IBM c & X

Q, Search [+]

A Name Type Overall chann

AWSTO.IBM Receiver | Running

CLOUD.ADMIM Server-connec | Running

@  Q search

Topics on QM_IBM

O, Ssearch L & O
A Name Topic String
DEV.BASE.TOPIC dev/

Total: 1 Last updated: 3:16:31 PM
Channel Authenticatio... c =
O, Search [+]

A Channel profile

Type

Address Map

Block User List

X

€

® &

IBM MQ

(@ 18M MQ %

N \+

https:/fweb-gm-aws-d70d.gm1.aws.egil. ngcloud.ibn

c

wBe o

Q, search

3 H #|-

@ & ©

Browse messages on 'STOCK.REPLY'

This dialog will show the first 1000 messages, displaying up to 1024
characters of each message.

Qui
oﬁ
d A Timestamp
1 Aug9,2018 3:16:48 PM
<
1
1 Total: 1
Chi
— —— e
AWSTO.IBM Sender Running
CLOUD.ADMII  Server-conne Running

© 2018 IBM Corporation

Text

Hello from IBM!

Last updated: 3:17:03 PM

- s e Pype
L Address Map
& Block User List
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The MQ on IBM Cloud service

IBM MQ that you know and trust
... butin a managed Cloud service!

Try the service for free at:
console.bluemix.net/catalog/services/mqg
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Thank You - Questions?

Related sessions:

* Running MQ in the Cloud * MQ Hybrid Cloud Architectures
* Monday 1.00pm (Leopardwood) * Tuesday 9.45am (Sagewood)
* Tuesday 8.30am (Leopardwood) * Wednesday 9.45am (Sagewood)

* Running MQ in Containers
* Monday 3.45pm (Leopardwood)
* Tuesday 1.00pm (Leopardwood)
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IBM and the IBM logo are trademarks of International Business Machines Corporation, registered
in many jurisdictions. Other marks may be trademarks or registered trademarks of their respective
owners.

Microsoft, Windows, Windows NT, Microsoft Azure, and the Windows logo are trademarks of
Microsoft Corporation in the United States, other countries, or both.

Amazon Web Services, the “Powered by AWS” logo, and AWS are trademarks of Amazon.com,
Inc. or its affiliates in the United States and/or other countries.

References in this publication to IBM products and services do not imply that IBM intends to make
them available in all countries in which IBM operates.
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