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Agenda

. MQ Activity Tracing Introduction
= How to activate it

® How to process it

s Example through Use cases

m Gotchas to avoid
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USING ACTIVITY TRACE
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Application Activity Trace

= Functional requirement
» Trace the MQ calls being made by an application

a
w
ﬁ
M

'.3

AhDBPADADD
= e e

MQCC
MQCC
MQCC

DOODOO
b o b b b b —]
QUGN

NNNNNN
Pt et e

2018-0
2018-0
2018-0
2018-0
2018-0
2018-0

- Can be met using MQ API before/after exits
m Application Activity Trace Introduced in MQ 7.1

- Required for the MQ Appliance
- Does not support users exits

- Useful in many contexts
- Continuing improvements being made

-  Where to start

https://www.ibm.com/support/knowledgecenter/en/SSFKSJ 9.1.0/com.ibm.mg.mon.doc/q037590 .htm
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https://www.ibm.com/support/knowledgecenter/en/SSFKSJ_9.1.0/com.ibm.mq.mon.doc/q037590_.htm

What do you want to trace?

= Application
» Perfect... Well almost...

= Channel
» Use Subscriptions

m Specific Queue
» Vote for
https://www.ibm.com/developerworks/rfe/execute?use case=viewRfe&CR 1D=118098

® Anything on zOS
» Vote for
https://www.ibm.com/developerworks/rfe/execute?use case=viewRfe&CR |ID=56321
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Global Monitoring

m Alter QMGR ACTVTRC(ON/OFF)
» Turn on/off Activity trace for “everything”

m Activity events sent to SYSTEM.ADMIN.TRACE.ACTIVITY.QUEUE

m All applications are traced, except
» Applications excluded in mgat.ini
» Application using MQCONNX with
- MQCNO_ACTIVITY_TRACE_DISABLED*
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Common Mistake #1

® Thinking that Alter QMGR ACTVTRC(ON) is required to do any tracing

= And then adding an exclude for all applications in mqat.ini
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http://leadershipfreak.wordpress.com/2010/04/02/my-biggest-mistake-in-life/

Selective Tracing using mqat.ini

Configure mqat.ini to include specific applications to trace
Changes apply as soon as file is saved

“New connections” automatically applied

“Running applications” apply changes after ALTER QMGR request

Activity Events go into SYSTEM.ADMIN.TRACE.ACTIVITY.QUEUE
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MQAT.INI
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#wwwwwwwwwwwwwwwwwwwwwwwwwwwf.rwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwww

#% Module Mame: mgat.ini i
#% Type : IBM MG gueue manager configuration file i
# Function : Define the configuration of application actiwvity  ##
#H trace for a single gueue manager. i

#wwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwww#—

# @lobal settings stanza, default walues
allactivityTrace:
ACTivityInterval=l
ACTivityCount=100
TracelLewve]=MEDIUM
TracemMessagebata=0
StoOponGetTracamsg=0n
Subscriptionbelivery=BATCHED

# Prevent the sample actiwvity trace program from generating data
applicationTrace:

applMame=amgsact®

Trace=0oFF
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Global Settings (AllActivityTrace)

m Activitylnterval=1
» Interval in seconds after which a trace event will be written

m ActivityCount=100
» Number of trace events to include in a single trace message

m TraceLevel=MEDIUM
» Level of detalil in the trace events

m TraceMessageData=0
» Amount of message payload to include with the trace event

B StopOnGetTraceMsg=0ON
» Stop tracing if applications processes a trace message

m SubscriptionDelivery=BATCHED
» Controls immediate or batched delivery to subscriptions
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Application Specific (ApplicationTrace)

= ApplName=amqsact*
» Application to apply definition

e Without path
» Can be generic

® Most specific applies
— ABC is more specific that A* which is more specific than *

m Trace=OFF/ON
» Indicates whether trace is ON or OFF

= Other
» Any overrides to global settings can be included
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mqgat.ini with samples added

#wwwwwwwwwwwwwwwwwwwwwwwwwwf.rf.rf.rf.rf.rf.rf.rf.rf.rf.rf.rwwwwwwwwwwwwwwwwwwwwwwwwwwwwww#

#% Module Mame: mgat.ind wE
#* Type : IBM MO gueue manager configuration file i
# Function : pefine the configuration of application actiwvity  w#
#H trace for a single gueue manager. w

#wwwwwwwwwwwwwwwwwwwwwwwwwwf.rf.rf.rf.rf.rf.rf.rf.rf.rf.rf.rwwwwwwwwwwwwwwwwwwwwwwwwwwwwww#

# Global settings stanza, default values
allactivityTrace:
ActivityInterval=10
ActivityCount=1
TraceLevel=MEDIUM
Tracemessagebata=1000
SToponcetTraceMsg=0n
Subscriptionbelivery=BATCHED

# Prevent the sample activity trace program from generating data
ApplicationTrace:

AppTMame=amgsact®

Trace=0FF

# The ones to trace

appTicationTrace:
AppTHame=amgsput®
Trace=0on

ApplicationTrace:
AppTMame=amosget
Trace=0on

appTicationTrace:
AppTName=testmap. exe¥
Trace=0FF
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What is Low/Medium/High

The trace level indicates the level of trace granularity that is required for the parameters to be
included in the trace. The possible trace level values are:

1.Low

The parameter is included when low, medium or high activity tracing is configured for an
application. This setting means that a parameter is always included in the AppActivityData group for
the operation. This set of parameters is sufficient to trace the MQI calls an application makes, and to
see if they are successful.

2.Medium

The parameter is only included in the AppActivityData group for the operation when medium or high
activity tracing is configured for an application. This set of parameters adds information about the
resources, for example, queue and topic names used by the application.

3.High

The parameter is only included in the AppActivityData group for the operation when high activity
tracing is configured for an application. This set of parameters includes memory dumps of the
structures passed to the MQI and XA functions. For this reason, it contains more information about
the parameters used in MQI and XA calls. The structure memory dumps are shallow copies of the
structures. To avoid erroneous attempts to dereference pointers, the pointer values in the structures

are set to NULL.
Source: IBM Knowledge Center
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Examples of MQOPEN Parameters

= | ow
» ObjectType: The object type passed
» ObjectName: The name of the object passed to the MQI call before any queue name
resolution is attempted.
» ObjectQMgrName: The name of the object queue manager passed to the MQI
» ObjectHandle: The object handle
» CompCode: The completion code indicating the result of the operation
» Reason: The reason code result of the operation

= Medium

AlternateUserld: Alternate user if specified

DynamicQName: The dynamic queue name passed as input
ResolvedQName: The queue name after name resolution
ResolvedQMgrName: The queue manager name after name resolution
ObjectString: Long object name

ResolvedType: The type of the resolved object being opened
QMgrOpDuration: Approximate API call duration, in microseconds
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Examples of MQPUT Parameters

= | ow
» ObjectHandle: The object handle
» PutOptions: The put options
» CompCode: The completion code indicating the result of the operation
» Reason: The reason code result of the operation
» MsgBuffer: Message data
» MsgLength: Length of the message

= Medium
» HighResTime: Time of operation in microseconds
» ObjectName: The name of the object passed to the MQI call before any queue name

resolution is attempted.

ResolvedQName: The queue name after name resolution
ResolvedQMgrName: The queue manager name after name resolution
ResObjectString: Resolved long object name

ResolvedType: The type of the resolved object being opened
QMgrOpDuration: Approximate API call duration, in microseconds

vVvVvVvyyVvyy

= High
» PutMsgOptsStructure: The PMO Structure

Copyright © 2018 Nastel Lc!n”o , INC. MQ Technical Conference v2.0.1.8



Processing the results

m Messages are in PCF Format
» Not readable in raw form

m Sample Application amqgsact(c) to process
» Formats in consumable form
» Code can be modified for special cases
» Still requires some interpretation

e Send to file and use grep/find to look for specific details

m  Additional tooling discussed at end of presentation
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Raw Data

&g Message 1- Properties @
G |
Erera Data

Report

Contesxdt

Identifiers Total length: 1692

Segrnentation Data length: 1000

Data

Farmat: hAQADMIN

Coded character set identifierr 437

Encoding: 546

Message data: $

Message data bytes: 00022 1A G0 00 0@ 24 0P 02 Q0--05 02 02 PO D1 @@ @2 @2 |....%....... Tour| -
eEELE @l 20 22 0P @1 0D 82 20--0P B2 02 22 22 @0 B2 B2 |......ceiieeeans | N
00020 16 00 00 PO 04 B0 0P B0--44 00 B2 @@ DF @7 @2 80 |........ o.. W

m

@Ee5@ @0 @0 22 @@ 3@ 00 8@ 2@--56 39 31 3@ 54 5 F3 F4 |
2ee12 20 20 22 20 2@ 20 2@ 22--20@ 2@ 20 2@ 22 20 20 28 |
@RE52 2@ 20 22 28 20 22 20 29--20 20 2@ 20 22 20 20 22 |
PROER 2@ 20 2@ 2@ 2@ 2@ 20 29--91 Q0 29 00 22 22 @ 22 |
|
|

22272 FEAC 22 22 22 a2 22 22--24 22 2@ @@ 48 5@ 45 4E

22282 G 59 3@ 31 31 33 65 2A--@4 20 @22 @2 22 22 22 28 |vv@ll3e* ooo|
22233 97 24 22 22 22 22 22 22--aC 22 2@ @@ 32 3@ 31 38 [V ¥ 2018
JalslslLls] 2D 3@ 39 2D 32 31 92 22--24 22 2@ 9@ 1C 22 82 2@ |-29-2l.........
2RAE 2 OF B4 Q0 Q0 22 20 92 @2--95 22 @@ @@ 31 37 I8 ID  |F...eiie.... 17:2|
aeaca 31 34 32 30 04 20 0P P0--20 02 22 @@ 93 @A B2 220 |1l:2@. R T
22202 22 B2 22 @@ OC 20 @@ @@--32 3@ 31 38 20 3@ 39 20 |....%...2818-89-|
2RAE2 32 31 00 0@ B4 2@ 0@ @O--1C 02 @0 @@ 94 @4 A2 80 |21......... a...
ogaFa 20 @@ @@ ©@ 85 @@ @@ @@--31 37 3A 3@ 31 34 32 3@ |........ 17:@1:28@|
Qalaa B3 22 22 20 12 20 92 @2--1F @2 @2 @2 5E @3 92 2@ |.....u..... -

-
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Amgsact(c)

Usage: amgsact(c)
QMgrName ]
ApplName]
ChannelName]
ConnId]
QOName ]
TopicString]

18

|
o QP 3

—

|
s,

<depth>]
<timeout>]
<startTime>]
<endTime>]

|
®© n = QO
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o e e & & & &

Queue manager to connect to
Name of application to trace
Name of channel to trace
Unique connection id to trace
Override default queue name
Subscribe to event topic

Only browse records

Verbose output

Number of records to display
Time to wait (in seconds)
Start time of record to process
End time of record to process
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Amqsact —M QM _A -b

éonl ?rlgg ype:
orrel_i
PERRPRER: 414D 5143 514D SF41 2020 2020 2020 2020
P10 6FFE ?658 221A B791
QueueManager: QM _A°
Name: ’HPENVY2113’
IntervalStartDate: '2018-09-21°
IntervalStartTime: '15:41:1&°
IntervalEndDate: '2018-09-21°
IntervalEndTime62’15:41:18’

CommandLevel:

Applicat ionName: ’'NIBMNMQ9O5MbinédN\amgsput . exe’
Application Type: MQAT_WINDOWS_NT
ApplicationPid: 2116

Userld: ’richard’

API Caller Type: MQXACT_EXTERNAL

API Environment: MQXE OTHER
Application Functio

Appl Function Type: MQFUN _TYPE_UNKNOLIN
Trace Detail Level:

Trace Data Len th: 1000

Pointer siz

Platform: MQPL _HWINDOWS_NT

’AMQCQM A

‘o.vl"
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When thmgs don’t go as Planned

T

Conlt?rlgg vype: activity

orre

POPRRRDD: 414D 5143 514D SF41 2020 2020 2020 2020 ’AMQCQM A
POPP1Y: 6FFE ?658 221A CBA1 o.vl["..
QueueManager: 'QM_A’

Host Name: ’'HPENVYD113’

IntervalStartDate: '2018-09-21°

IntervalStartTime: ’'16:19:58°

IntervalEndDate: '2018-09-21°

IntervalEndTime: '16:20:88°

CommandLevel: 902

SeqgNumber:

ApplicationName: ’sN\IBM\MQ 1\b1n64\amq5put -

Application TypezagggT _WINDOWS_N

Applicaticnpid

dl
: MOQXACT _EXTERNAL
Environment: MQXE OTHER
Application Functl ’
Appl Function Type: MQFUN TYPE_UNKNOLN
Trace Detail Level: 2
Trace Data Len th: 1000

Pointer siz
Platform: MQPL _WINDOWS_NT

CompCode HObj (Ob jMame)
MQCC_0OK -

MQCC_O0K (QLOMAX)
MQCC_0OK (QLOMAX)

MQCC_OK
MQCC_FAILED
MQCC_OK
MQCC_OK
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Amqsact -m OM_A -v

onltor@ng =T-H Activity

: 414D 5143 514D SF41 2020 2020 2020 2020 ’AMQCQM A
PRR1A: 6FFE 765B 221A B701 ‘o.vl"
!ueueHanager ! A

M
’HPENV?@llE’

"NIBMNMQ9P5S\b i n64N\amgsput . exe’
1TEAT_HIND0HS_NT

API Caller Type: MQXACT_EXTERNAL
API Environment: HQXE ?THER

Funct io
HQFUN _TYPE_UNKMNOIN
Detail
Trace Data Len th: 1@@9

'latForm MQPL _WINDOWS_MNT
QI Operation: @
Operation Id: MQXF_CONNX
ApplicationTid: 1
OperationDate: '2018-09-21°
OperationTime: '15:41:1@°
Connectionld:
PRRPDRRRR: 414D 5143 514D SF41 2020 2020 2020 2020 ’AMQCQM A
PRRPRR1A: 6&FFE ?658 221A B701 'o.vl"..
QueueManager: 'QM_A’
QMgr Operation Duration: 377
Completion Code: MQCC_OK
Reason Code: @
CoDnect Options: 256
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Continued...

QI Operation: 1

Operation Id: MQXF_OPEN
ApplicationTid: 1
OperationDate: '2018-809-21°
OperationTime: '15:41:1&)°
Ob ject _type: MQOT_Q

Ob ject _name: 'Q1°
Ob ject_Q_mgr_name:
Hob j:

QMgr Operation Duration: 70
Completion Code: MQCC_OK
Reason Code: @
Open_options:

OEject_type:

Ob ject _name:

Ob ject _Q_mgr_name:
Resolved_Q_Name:
Resolved_Q_mgr:
Resolved_local _Q_
Resolved_local _Q
Resolved_tvype:
Dynamic_Q_name:
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Continued...

MQI Operation: 2
Operation Id: MQXF_PUT
ApplicationTid: 1
OperationDate: ’2@18 99 21’
OperationTime: °’
High Res Time: 153755887463984@
Mgr Operation Duration: 13
Completion Code:
Reaqon Code:

GB@@BBlB

PopeRRZ2E: 3131

Msg length: 48
Known_dest _count:
Unknown_dest_count:
Invalid_dest_count:
Object_tvype: MQOT_Q
Object_name: 'Q1°
Object _Q_mgr_name:
Resolved_Q_Name:
Rescolved_Q_mar:
Resoclved_local _
Resolved_local_
Resolved type
Report Optio (%]
Msg_type: MQMT DATAGRAM
Expiry: -
Format_name: 'MQSTR’
Priority: -1
Persistence: 2

Msg_id:
@@SEBBB@: 414D 5120 514D SF41 2020 2020 2020 2020 ’AMQ QM A
g@@@@?l@é 6FFE 765B 221A B70Q02 L
orrel _id:

PRPRRODD: PDOD PPED CORRE PRDD PRPRD DPPDE PPDE BRRE

POPERR1D: PRRD PDEDD DRDED DR

Reply_to_Q : *?

Reply_to_Q_Mgr: *'?

Coded_char_set_id: @

Encoding: 246

Put _date: ’2918@921

Put tlme ’194 1466°
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Continued...

MQI Operation:
Operation Id: MQXF _PUT
ApplicationTi
OperationDate: '2018-09-21"
OperationTime: °’ : : !
High Res Time: 1537558878039327
Mgr Operation Duration: 9
Completion Code: MQCC_
Reason Code:
Hobj: 2
Put Options: 826@
Message Data:
DR BB 8232 3232 3232 3232 3232 3232 32372 3232
PODRER1D: 3232 3232 3232 32372 3232 3232 3232 37232
ORERZ20: 3232 3232 3232 3237 3232 3232 3232 3232
Msg length:
Known_dest_count: 1
Unknown_dest_count: @
Invalid_dest_count:
Object_type:
Ob ject _name:
Object_Q_mgr_name:
Resolved_Q_Name: ’'Q1°
Resolved_Q_mgr: °'AQM_A"
Resolved_local _ Q name: ’Ql’
Resolved_local_Q_mgr: 'QM_A’
Resolved_type: ?
Report Options
Msg_type: MQMT DATAGRAM
Expiry: -1
Format _name: 'MQSTR’
Priority: -
Persistence: 2

Msg_id:

BBBG@@BB: 414D S12 514D SF41 2020 2020 202 2020
g@@@@?l@d 6FFE 765B 2Z1A B7@3

orre

PRERORE0: CDYD DROR POPD QPP QDRD PDRER PPRD PREA
QRORER10: QDD QR0 PERE RO

Reply_to_Q : *°

Reply_to_Q_Mgr: *'?

Coded_char_set_id: @

Encoding: 546

Put_date: ’20182921°

Put tlme; ’19%11886’

[ TV |

Copyright © 2018 Nastel

1 2222222222222222°
P 2222222277222222°
V2222227222727’

*AMQ QM_A
o.vl"..

MQ Technical Conference v2.0.1.8



Continued...

MQI Operation: 4
Operation Id: MQXF_CLOSE
ApplicationTid: 1
OperationDate: '2018-09-21°
OperationTime: '15:41:18°
Hob j:
Close Options: @
Object _type: MQOT_Q
Ob ject_name: 'Q1°
Ob ject_Q_mgr_name:
Resolved_Q_Name:
Resolved_Q_mgr: _
Resolved_local _Q_name: ’'Q1°
Resolved_local _Q_mgr: 'QM_A’
Resolved_type: MGO?_Q
QMgr Operation Duration: 51

Completion Code: MQCC_OK

Reason Code: @

MQI Operation: 5
Operation Id: MQXF_DISC
ApplicationTid: 1
OperationDate: '2018-09-21°
OperationTime: '15:41:18°
Completion Code: MQCC_OK

Reason Code: @

1 Records Processed.
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Summary so far...

Activate at the Queue Manager Level to trace most applications
- Exclude applications via MQAT.INI
- Unless application connects using MQCONNX using

26 - MQCNO_ACTIVITY TRACE_DISABLED

Use MQAT.INI to limit to specific applications

Traces go to SYSTEM.ADMIN.TRACE.ACTIVITY.QUEUE
N

©0)
B VK
<>

= How do | know which applications to trace?
= What if you want to run 2 traces at the same time?

Copyright © 2018 Nastel Techno :
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http://stackoverflow.com/questions/15086431/php-or-imagemagick-number-of-main-colors-from-an-image
https://creativecommons.org/licenses/by-sa/3.0/

What Applications to trace?

® \When the application is running, issue
» dis conn(*) type(conn) all where(objname eq 'Q1’)

L A - ) > 1 3 - = - e =
. L)

0 A20202020202020

M) 22 [
-

/]
)

UL
= LU UL

=
U e
i

OO OO

() A
()

§
o R 1D 1%

()

» dis gstatus(Q1) type(handle)

= |f you don’t know, set ACTVRC(ON)
» Gather data, exclude applications you don’t want
> Repeat
» Be “very, very careful”

m Some applications are not very granular
» Broker, Datapower, ...
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Activating Activity Trace Using Subscriptions

= Opens up new use cases

- Tracing is no longer just an administration function
28

- Can be done at individual developer level

F

C

=4
c~_T
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Subscription

B $SYS/MQ/INFO/QMGR/gmgr_name/ActivityTrace/typel/identifier
> Type
e ApplName to specify an application
e ChannelName to specify an IBM MQ channel
e Connectionld to specify an IBM MQ connection
> Identifer
® Applname — same as in mqgat.ini
e Channel — the name of the channel (mostly)
e Connectionld — the connection id from DISPLAY CONN

® The subscription acts as a switch to activate the trace and creates

subscribes to the resultant data
» Has immediate effect for active applications
» Independent of any other traces active

= Generic support using
» Topic style # can only be used to trace all
» Character style * when used with subscriptions indicating character wildcards

Copyright © 2018 Nastel Techno :
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Manual Subscription

MlyTrace.Sub - Properties

General
Extended General
Statistics )L
Subscription narme:  byTrace Sub Ji
Topic
Topic narme:
Topic string:  FSVSMOQANFOQMGRAILNTe st betivity Trace/Ap plNamefamgspt
Wiildcard usage: Character level wildcard
Scope: All
Destination =
Destination class: Prowvided
Destination queue manager:
Destination narme: * MyTrace.Out
Correlation identifier @@2e@ 41 4D 51 2@ 56 39 31 3I@--54 -
eale 4@ CD FA 3B 23 24 66 2D--
P ——TT— r
L
Durahle: Yes
Type: Adrmin
n fvd || 152
o)
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amqgsact -m V910Test -b -g MyTrace.Out

MonitoringType: MQI Activity Trace

: 414D 5120 5639 3130 5465 7374 2020 2020 AMQ V91@Test
PRVR1D: 40CD 7ASB 2324 662D '@.z[#%F -
QueueManager: 'V910Test’

Host MName: °’HPENY 3’

IntervalStartDate:

IntervalStartTime:

IntervalEndDate:

IntervalEndTime:

CommandLevel: 918

SegNumber:

ApplicationName: ’s>“\IBMN\MQ 1\b1n64\amq5put exe’
Application Type: MQAT_WINDOWS_N

ApplicationPid: 44644

Userld: ’'richard’

API Caller Type: MQXACT_EXTERMAL

API Environment: MQXE OTHER

Application Functl !

Appl Function Type: MQFUN _TYPE_UNKNOWMN

Trace Detail Level: 2

Trace Data Len th: 1800

Pointer siz

Platform: MQPL _WINDOWS_NT
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Amqgsact(c) Refresher

Usage: amgsact(c)
QMgrName ]
ApplName]
ChannelName]
ConnId]
QOName ]
TopicString]

32

|
o QP 3

—

|
s,

<depth>]
<timeout>]
<startTime>]
<endTime>]

|
®© n = QO

Copyright © 2018 Nastel

o e e & & & &

Queue manager to connect to
Name of application to trace
Name of channel to trace
Unique connection id to trace
Override default queue name
Subscribe to event topic

Only browse records

Verbose output

Number of records to display
Time to wait (in seconds)
Start time of record to process
End time of record to process
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amgsact -m V910Test -a amqgsget* -w 600

Los

’$SYS/MQ/INFO/QMGR/V91@Te5t/ActlvltyTrace/ApplName/amqsget*’

gonltorlngType: MQI Activity Trace

orre

PPDPRRPDR: 414D 5120 S639 3130 5465 7374 2020 2020 *AMQ VI910Test
POR18: 4CD 7ASB 2324 8AP4 '@.z[#%. .
QueueManager: 'V¥9180Test’

Host Name: 'HPENVY©113’

IntervalStartDate:

IntervalStartTime:

IntervalEndDate:

IntervalEndTime:

CommandLevel: 918

SegNumber:

Applicat ionName: d\amqgsget .exe’

Application Type:

Appllcat}onpld 42516

: MQXACT_EXTERNAL

Environment: MQXE _OTHER
Application Funct io '
Appl Function Type: MQFUN TYPE_UNKNOWMN
Trace Detail Level: 2
Trace Data Len th: 1000
Pointer si
Platform: MQPL _WINDOWS_NT
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THE MQ APPLIANCE
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MQ Appliance
m Supports Activity Trace only via subscriptions

m Changes to mqgat.ini via system commands

m Only Global options can be specified
» http://www.ibm.com/developerworks/rfe/execute?use_case=viewRfe&CR 1D=125162

m Use amqgsactc to connect via client

m Suited to tracking by channel since all communication is channel based
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dspmaqini

M2001(mqcli)# dspmgini -m MQAPP_QM1
AllActivityTrace:
ActivityInterval =1
ActivityCount =100
TracelLevel = MEDIUM
TraceMessageData =0
StopOnGetTraceMsg = ON
SubscriptionDelivery = BATCHED



Setmdini

M2001(mgcli)# setmqini
- Usage: setmqini -m QMgrName -s StanzaName -k KeyName [-d | -v Value]
-d Delete the attribute.
-k Key name of attribute to set.
-m Queue manager name.
-S Stanza name.
-v Attribute value to set.

Example:
setmgini -m QMAPP_QML1 -s AllActivityTrace -k TraceLevel -v HIGH
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CHANNEL TRACING
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Tracking activity from a Business Partner

amgsactc -m RemoteQM1 -w 60 -c From.BP0302.Primary -v
Subscribing to the activity trace topic:
'$SYS/MQ/INFO/QMGR/RemoteQM1/Activity Trace/ChannelName/From.BP0302.Primary

40
MonitoringType: MQI Activity Trace
Correl _id:
00000000: 414D 5120 5265 6D6F 7465 514D 3120 2020 'AMQ.RemoteQML..."
00000010: 0D4D 6B55 0429 0020 .MkU.).. '

QueueManager: '‘RemoteQM1'
ApplicationName: 'amgrmppa’
Application Type: MQAT_QMGR
ApplicationPid: 14666

Userld: 'mgsystem'’

API Caller Type: MQXACT _INTERNAL
API Environment: MQXE_MCA
Channel Name: 'From.BP0302.Primary’
ConnName: '192.168.75.1'

Channel Type: MQCHT_RECEIVER
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Outbound Channel Tracking

N
QM_A
Y
N A
QM_A_Q1 /
R
Sending Channel
S 1
"’

Receiving Channel
o
N

\ Q1

R l
AMQSGET
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Tracmg amqsput

¥ Jpe io /)
Operatlon Id MOXF_PUT
ApplicationTid: 1
QOperationDate: ’'2Z2018-09-22'
OperationTime: ’17:58:55’
High Res Time: 1537653535137241
Mgr Operation Duration:
Completion Code: MQCC_OK
Reason Code:
Hobj: 2
ﬁut Optlons 8260
essa a:
PR @@ 4752 4545 5449 4E47 5320 4D51 5443 'GREETINGS MQTC °
Msg length: 14
Known_dest_count: @
Unknown_dest_count:
Invalid_dest_count:
Object_type:
Object _name: _
Object _Q_mgr_name:
Resolved_Q_Name:
Resolved _Q_mgr:
Resoclved_local Q name: !
Resolved_local_ m?r 'Y910Test’
Resolved type
Report Optio B
Msg_type: MQMT _DATAGRAM
Expiry: -1
Format _name: 'MOSTR’
Priority: -1
Persistence: 2

sg_id:

@@%G@B@@: 414D 5128 5639 3130 S465 7374 2020 2020 'AMQ V91QTest
%BE@@?l@é 40CD 7AS5B 2335 4DR2 '@.z[#5M.
orrel_id:

PPRRRRDR: PDD PDRDR DRPED PDPDD QDDR DPPD PRDE DRRR

PORPRR1E: D0E QUDD DD PRRD

Reply_to_Q : *'

Reply_to_Q_Mgr:

Coded_char_set_id: @

Encoding: 546

Put _date: '2018Q922°'

Put_time: '21585515'
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Sending Channel

MonitoringType: MQI Activity Trace
Correl_id:
AABBEEBAA: 414D 5120 5639 3138 5465 7374 2020 2820
AAPEBEE1A: 48CD YASB 2335 4984
QueneManager: ‘U?1@Test’
Host Mame: *HPENUYA113'
IntervalStartDate: *2018-H09-22‘
IntervalitartTime: *17:58:55"
IntervalEndDate: *2818-09-22‘
ime: *17:58:55%

: ' IBM~MQ?85%“bint4“~runmgchl . exe’
Application Type: MQAT_QMGR
ApplicationPid: 44636
Uzerld:= "MUSR_MQADHMIMNW’
APl Caller Type: MQXACT_INTERMAL
APl Environment: MQKE_MCA
Channel Hame: 'TO_QM_A‘
ConnMame: *127_0_68_.1C86814>’
Channel Type: MQCHT_SEWDER
3561: *°
2568: *°
Application Function:
Appl Function Type: HQFUN_TYPE_UMENOUWUMN
Trace Detail Level: 2
Trace Data Length: 186808
Pointer zize:- 8
Platform: MQPL_WINDOWS_NT

L
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Sending Channel Continued

QI Operation: @

Operation Id: MGEF_GET

ApplicationTid: 1

OperationDate: ‘2018-@9-22°

OperationTime: *17:58:34"

QMgr Operation Duration: ZAB6B127

Completion Code: MQCC_OK

Reazon Code: @

Hohj: 2

Get Options: 33566721

Mezzage Data:

dARAABAA: 5851 4828

fARAABEiA: 2028 2028

dARAARZA: 2028 2028

AAAAAB3IA: 2028 2028

daRAAR4A: 2028 2028

AAAAARSA: 2028 2028

iARAABEA: 2028 2028

AAAAAEA: GAOAB BAAA

dARAABEA: 2202 OAAA

HAAAAEYA: GOAB BAEA

dAAAABAA: 5465 Y374

HAAAABEA: GAOAB BAEA

fARAABECA: GARR BAAA

dAAAABEDA: 2028 2028

HAAAABEA: 2028 2028

HAAAABFA: 2028 26028

dAAAAiIAA: 5465 Y374

dAAAAiiA: 2028 2028

dARAALZA: 2028 2028

BAAAA13A: 6172 64208

daaAAi4a: 2DF6 BED3

AAAAAiISA: GAORB BAEA

dARAAiIcA: 2028 2028

dAAAALMA: 2028 2028 --..-.~I1BH’
dAAAALI8A: 5C4D 5139 M85~ binb64~amg’
sAAAAE1IA: 7378 Y574 ‘sput .exe2@18B0922'
daaaAiAA: 3231 3538 * 21585515 GREE*
BAAAAiBA: 5449 4E47 'TINGE HMQTC !
Mzg length: 442
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Sending Channel Continued

High Res Time: 1537653535137384

Object_type: MQOT_Q

Object_name: ‘'QM_A’

Obhject_Q_mgr_name: ‘U?18Te=st’

Resolved G Mame: *QM_A’

Resolved_Q_mgr: ‘U?18Test’

Rezolved_local_Q name: 'QM_A’
Resolved_local_Q_mgr: *‘U?1@Test’

Resolved_type: MQOT_0

Tranzmit Header Msg_id:

B00000EE: 414D 5120 5639 3138 5465 7374 26260 2020
AfBEPEiE: 4ACD PA5B 2335 4DB2

Tranzmit Header Correl_id:

AEBiEE: OO0 000 OOOE BRBR ABAD BB6B6E BB BBBA
d000bEi6: OO0 0000 BBB8 BBAAa

Tranzmit Header Put_date: ‘20188922°

Transmit Header Put_time: *'215%855%1%°

Tranzmit Header RemoteQMame: ‘Q1°

Tranzmit Header RemoteQMgr: ‘' GQHM_A‘

Buffer Length: 32788

Report Optionsz: @

Mzg_type: MQMT_DATAGRAM

Expiry: -1

Format_name: *‘MHQEMIT*’

Priority: @

Persiztence: @

Meg_id:

AAPEBEEE: 414D 5128 5639 3138 5465 7374 2820 2020
AEEEEiA: 4ACD PA5B 2335 4DA3

Correl_id:

AAEEEEAA: 414D 5128 5639 3138 5465 PIP4 2020 2020
AdgEBEiA: 4ACD PASB 2335 4DB2

Reply_to_0G - *

Reply_to_Q_ Mgr: ‘U?1iATest’

Coded_char_set_id: 437

Encoding: 546

Put_date: ‘2081880922

Put_time: ‘21585515’

‘AMG U71BTest
‘E.z [#H5H.

‘AMG U?18Test
‘Boz[H#5M.

‘AMG U?18Test
‘Boz[H#5M.
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Recelvmg channel

-

aller Type:
API Environment: HQHE MCh
Channel Mame: ‘TO_QM_RA’
ConnName:= *127.68.8.1"
Channel Type: MQCHT_ RECEIUER
Application Function: '
Appl Function Type: MQFUN_TYPE_UNKHOUN
Trace Detail Lewel: 2
Trace Data Length. 1888
Pointer zize:
H HQPL WINDOWS _NT
MQI Operation: @
Operation Id: MQXF_PUT
ApplicationTid: 1174
OperationDate: *2813-8%-22°
OperationTim *17:58:55"
High Resz Time: 1537653535137287
QMgr Operation Duration: 58
Completion Code: MQCC_OK
Reason Code: 8
Hohj: 2
Put Options: 272388
Message Data:
AAARABAA: 4752 4545 5449 4E47 5320 4D51 5443
Msg length: 14
Recs_present: @
Known_dest_count: 1
Unknown_dest_count: B
Invalid _dest_count:
Ohject_type: HQOT_Q
Object_name: *
Object_Q_mgr_ nam
Resolued_Q_Name:
Resoluved_Q_mge: _|
Rezolved_local Q name: “Q1°
Resolved_local Q mgr: *QM_A’
Resolved_type: MQOT_Q
Report Options: @
Msg_type: MOQMT_DATAGRAM
Expiry: —1
Format_name: *MQSTR’
Priority: @
Persistence: @
Msg_id:
ABRRPEeaA: 414D 5128 5637 3130 5465 7374 28280 2820
pAAAAB1A: 48CD 7ASB 2335 4DB2
Correl_id:
ARARPNON: OPBE DPPE BEPE PHAD BBO0D PBOE BPEE BOBO
ABREPE1iA: OPB0 OBBE PEPE BB
Reply to_Q - °
Reply_to_Q Mgr: 'UT1BTest’
Coded_char_set_id: 437
Encoding: 546
Put_date: 2089189922’
Put_time: *21585515°

' GREETINGS MQTC

"AMQ U?1BTest
‘B.=[#5M.

i}
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WRAPPING UP
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Other Use Cases

= Track individual application calls
» ldentify application doing “unnecessary” calls

¢ |nefficient logic
» ldentify applications not conforming to “standards”

e Not providing expiry
* Not resetting message id

» Observe timings of calls based on different scenarios
e Default persistence

e Different environments
» Verify correct processing of error conditions

e Queue Full, Queue not found, etc.

® Summarize application calls
» Identify Patterns

® Problem determination
» What is the application actually doing
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“Gotcha’s”

m Your trace entries do not show up when | expect
» Working as designed if Activitylnterval is set to O or a high value, could be waiting for
additional data
» The trace is generated when activity happens after the Activitylnterval expires, it can
have a delay if nothing is happening

® You are getting too many trace messages
» Check that ActivityCount=1 isn’t specified
» Did someone turn on ACTVRC at the queue manager level
» Are you tracing an application that is reading activity events
(StopOnGetTraceMsg=0FF)

SYSTEM.ADMIN.TRACE.ACTIVITY.QUEUE or application queue
» Max Depth Default 3000 “messages”
» Needs to be large enough to handle spikes
» Use dynamic subscription so messages not collected when not needed

= | added an entry to mgat.ini but | don’t see any events being generated
» If application was already active, issue ALTER QMGR
» For windows, add .exe or * to application name
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More “Gotcha’s”

= The message content in the message isn’t what | expect
» AMS may have encrypted the content
» The message may be in a different code page than where you are viewing it
» Other exits may have altered the message
» Maybe your expectations are not correct

= The application team said they didn’t fill in a “message id” but | see a value
» The traces are generated on the queue manager after some of these fields have been
filled in by other processing (or exits)
» The application team may have gave you incorrect information

= | see my message(s) being put to the queue but | don’t see them read
» Reading application may not be traced
» Messages are still on the queue?

m |f all of your applications are called JAVA
» they are still running old client versions
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Tools to Analyze

= Nastel Xray for MQ

FinTech Transactions - Topology Viewlet 155 (2]
jKQL> Get relatives from FINTECH show as topology JKQL> get number of Event for Latest week where SetName IN (FINTECH) group by EventName, Severity, StartTime bucketed by 5M [ |

cwv

@, | B Sewer | ¥ Appicaon | 5§ DataCenter | # Resouce | FE Database | 7

(2]
'

Events Count

MQGET,
INFO
EventName, Severity

. 2018-09-24 11:15:00.000000 -04:00 - 2018-09-24 11:20:00.000000 -04:00
. 2018-09-24 13:05:00.000000 -04:00 - 2018-09-24 13:10:00.000000 -04:00

FinTech - Resource Details 2 FinTech - Application Details [ 7

jKQL> Get number of events from FINTECH for latest 60 minutes where EventName starts with 'MQ' group by

SIS v JKQL> Get number of events from FINTECH for latest 60 minutes group by AppiName order by AppIName show as piechart >l S v

QUEUE=FINCORP_TRADE_VE.. fintech_r_VER: 16.67%
. 16.67%
QUEUE=FINCORP_TRADE_VA.. fintech_r_VAL: 16.67%

.: 16.67% fintech_g_FIN: 8.33%
QUEUE=FINCORP_TRADE_AC..
.: 16.67%
fintech_p_ORD: 8.33%

QUEUE=FINCORP_TRADE_ORD \ i\ fintech_r_FIN: 16.67%
ER: 16.67%

QUEUE=FINCORP_TRADE_CO.. | 4 fintech_r_ACC: 16.67%
.1 16.67%
QUEUE=FINCORP_TRADE_FIN fintech_r_CON: 16.67%
AL: 16.67%
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Other tools to Analyze

= MSOP: SupportPac courtesy Mark Taylor

Queue Manager: V7
Last Operation. Reading from SYSTEM.ADMIN. TRACE ACTIVITY.QUEUE

;,4.Application Activity Trace for Queue Manager V7

= 2 2

SRS Event Message Count : 100
+ ‘MQExplorer' : from 2011-09-06 15:50:21 to 2011-09-06 15:50: 31
-] ‘WebSphere MQ Client for Java' : from 2011-09-06 15:50:30 to :
% ™ Application Information
- Tid Date Time Operation MQCC MQRC
- @ 022 2011-09-06 15:50:30 Get Ok 0000 (NONE
Get Options 268460036
Message Data 0000001a000000240000000300000
Mag Length 18305
Highres Time 1315320630031240
Resolved Local Queue Name SYSTEM.ADMIN.TRACE.ACTIVITY.Q
Resolved Type 1
Buffer Length 162312
Resolved Queue Name SYSTEM.ADMIN.TRACE.ACTIVITY.Q
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Other tools to Analyze

= MQGem Application Activity Trace Viewer

= | Aty Tisce 6a MOG1 ainﬂ_l

ey | S Oupet Mk [ . Y O - —

w.ou-ii:."rv.w:u't'n::a;v _——— R il el At Sl

{Bapth Wirm | 200 Sl OMI

o #117:16:26 13692( 1) [ 535us] “c \Sanples\Binb4 angsbog . exe MOCONNX

f (W17 16:26 13692¢( 1) [ 96us] “c\Samples\Bin64\angsbcg . exe MQOPEN (1

;, 1 Mon Jul 17 17:16:26 2017

vl A slContexnt

oA f 1 MQOPEN (

Camaent owes | Connection Id:414D51434D51393033202020202020206A5B69592333BA01

- — Hobj ;2 QUEUE(MQ303-01)

Dvesdit | Open Optionz (00000008

e 00000008 MQOO_BROVSE {Brovse)
| Dynamic Queue:AMQ =

[ Coanode 0

B Mg s )Beason 0 0K,

g #(17:16:26 13692( 1) [ 35us] “c\Sanples\Biné4 anqsbcg exe MOGET Q1
P e =17 16:26 13632( 1) [ q4us] CcrSarples Bintgd rangsbog exe MOGET Q1
:....5.; _— =117:16:26 13692( 1) [ 41lus] “c\Saaples\Bintd sngqsbeg . exe MOGET Q1

117:16:26 13692( 1) [ 6%us] “c\Samples\Bin64 anqsbeg . exe MOGET Q1
- O mi17:16:26 13692( 1) [ 33us] ‘e \Samples\Binbdsangsbog . exe MOGET Q1 RC(2033) No
T o—— 1 =117:16:26 13692( 1) [ 58us] “c\Sanples\Binb4 angsbog. exe MOCLOSE Q1
L 2o | © s117:16:26 13692( 1) [ 58us) “c\Ssmples:\Bin64‘anqsbog.exe MODISC

m Amgsactz — Tim Zielke modified version of amgsact
» On capitalware website
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Questions & Answers
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