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Agenda

 MQ Activity Tracing Introduction

 How to activate it

 How to process it

 Example through Use cases 

 Gotchas to avoid 
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USING ACTIVITY TRACE



MQ Technical Conference v2.0.1.8MQ Technical Conference v2.0.1.8Copyright © 2018 Nastel Technologies, Inc.

Application Activity Trace 

 Functional requirement 
 Trace the MQ calls being made by an application

- Can be met using MQ API before/after exits 

 Application Activity Trace Introduced in MQ 7.1 

- Required for the MQ Appliance 
- Does not support users exits

- Useful in many contexts 
- Continuing improvements being made

- Where to start
- https://www.ibm.com/support/knowledgecenter/en/SSFKSJ_9.1.0/com.ibm.mq.mon.doc/q037590_.htm

https://www.ibm.com/support/knowledgecenter/en/SSFKSJ_9.1.0/com.ibm.mq.mon.doc/q037590_.htm
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What do you want to trace?

 Application 
 Perfect…  Well almost…

 Channel 
 Use Subscriptions

 Specific Queue 
 Vote for 

https://www.ibm.com/developerworks/rfe/execute?use_case=viewRfe&CR_ID=118098

 Anything on zOS
 Vote for 

https://www.ibm.com/developerworks/rfe/execute?use_case=viewRfe&CR_ID=56321

https://www.ibm.com/developerworks/rfe/execute?use_case=viewRfe&CR_ID=118098
https://www.ibm.com/developerworks/rfe/execute?use_case=viewRfe&CR_ID=56321
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Global Monitoring 

 Alter QMGR ACTVTRC(ON/OFF)
 Turn on/off Activity trace for “everything” 

 Activity events sent to SYSTEM.ADMIN.TRACE.ACTIVITY.QUEUE

 All applications are traced, except 
 Applications excluded in mqat.ini 

 Application using MQCONNX with

- MQCNO_ACTIVITY_TRACE_DISABLED*
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Common Mistake #1

 Thinking that Alter QMGR ACTVTRC(ON) is required to do any tracing

This Photo by Unknown Author is licensed under CC

 And then adding an exclude for all applications in mqat.ini

http://leadershipfreak.wordpress.com/2010/04/02/my-biggest-mistake-in-life/
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Selective Tracing using mqat.ini
 Configure mqat.ini to include specific applications to trace

 Changes apply as soon as file is saved 

 “New connections” automatically applied

 “Running applications” apply changes after ALTER QMGR request

 Activity Events go into SYSTEM.ADMIN.TRACE.ACTIVITY.QUEUE

8
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MQAT.INI

9



MQ Technical Conference v2.0.1.8MQ Technical Conference v2.0.1.8Copyright © 2018 Nastel Technologies, Inc.

Global Settings (AllActivityTrace)

 ActivityInterval=1
 Interval in seconds after which a trace event will be written 

 ActivityCount=100
 Number of trace events to include in a single trace message

 TraceLevel=MEDIUM
 Level of detail in the trace events 

 TraceMessageData=0
 Amount of message payload to include with the trace event

 StopOnGetTraceMsg=ON
 Stop tracing if applications processes a trace message

 SubscriptionDelivery=BATCHED
 Controls immediate or batched delivery to subscriptions 
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Application Specific (ApplicationTrace)

 ApplName=amqsact*
 Application to apply definition

 Without path 

 Can be generic 

 Most specific applies 
– ABC is more specific that A* which is more specific than *

 Trace=OFF/ON
 Indicates whether trace is ON or OFF

 Other
 Any overrides to global settings can be included 
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mqat.ini with samples added
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What is Low/Medium/High
The trace level indicates the level of trace granularity that is required for the parameters to be 

included in the trace. The possible trace level values are:

1.Low 

The parameter is included when low, medium or high activity tracing is configured for an 

application. This setting means that a parameter is always included in the AppActivityData group for 

the operation. This set of parameters is sufficient to trace the MQI calls an application makes, and to 

see if they are successful.

2.Medium 

The parameter is only included in the AppActivityData group for the operation when medium or high 

activity tracing is configured for an application. This set of parameters adds information about the 

resources, for example, queue and topic names used by the application.

3.High 

The parameter is only included in the AppActivityData group for the operation when high activity 

tracing is configured for an application. This set of parameters includes memory dumps of the 

structures passed to the MQI and XA functions. For this reason, it contains more information about 

the parameters used in MQI and XA calls. The structure memory dumps are shallow copies of the 

structures. To avoid erroneous attempts to dereference pointers, the pointer values in the structures 

are set to NULL. 
Source: IBM Knowledge Center
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Examples of MQOPEN Parameters
 Low

 ObjectType: The object type passed 

 ObjectName: The name of the object passed to the MQI call before any queue name 

resolution is attempted.

 ObjectQMgrName: The name of the object queue manager passed to the MQI

 ObjectHandle: The object handle

 CompCode: The completion code indicating the result of the operation

 Reason: The reason code result of the operation

 Medium
 AlternateUserId: Alternate user if specified

 DynamicQName: The dynamic queue name passed as input 

 ResolvedQName: The queue name after name resolution

 ResolvedQMgrName:  The queue manager name after name resolution

 ObjectString: Long object name

 ResolvedType: The type of the resolved object being opened

 QMgrOpDuration: Approximate API call duration, in microseconds
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Examples of MQPUT Parameters
 Low

 ObjectHandle: The object handle

 PutOptions: The put options

 CompCode: The completion code indicating the result of the operation

 Reason: The reason code result of the operation

 MsgBuffer: Message data

 MsgLength: Length of the message

 Medium
 HighResTime: Time of operation in microseconds

 ObjectName: The name of the object passed to the MQI call before any queue name 

resolution is attempted.

 ResolvedQName: The queue name after name resolution

 ResolvedQMgrName:  The queue manager name after name resolution

 ResObjectString: Resolved long object name

 ResolvedType: The type of the resolved object being opened

 QMgrOpDuration: Approximate API call duration, in microseconds

 High
 PutMsgOptsStructure: The PMO Structure
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Processing the results

 Messages are in PCF Format
 Not readable in raw form 

 Sample Application amqsact(c) to process
 Formats in consumable form 

 Code can be modified for special cases

 Still requires some interpretation

 Send to file and use grep/find to look for specific details

 Additional tooling discussed at end of presentation
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Raw Data
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Amqsact(c)

18

Usage: amqsact(c)

[-m QMgrName]     # Queue manager to connect to

[-a ApplName]     # Name of application to trace

[-c ChannelName]  # Name of channel to trace

[-i ConnId]       # Unique connection id to trace

[-q QName]        # Override default queue name

[-t TopicString]  # Subscribe to event topic

[-b]              # Only browse records

[-v]              # Verbose output

[-d <depth>]      # Number of records to display

[-w <timeout>]    # Time to wait (in seconds)

[-s <startTime>]  # Start time of record to process

[-e <endTime>]    # End time of record to process
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Amqsact –m QM_A -b
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When things don’t go as Planned
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Amqsact –m QM_A -v 
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Continued…
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Continued…
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Continued…
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Continued…
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Summary so far… 

Activate at the Queue Manager Level to trace most applications
- Exclude applications via MQAT.INI

- Unless application connects using MQCONNX using

- MQCNO_ACTIVITY_TRACE_DISABLED

Use MQAT.INI to limit to specific applications

Traces go to SYSTEM.ADMIN.TRACE.ACTIVITY.QUEUE

26

This Photo by Unknown Author is licensed under CC BY-SA

 What if you want to run 2 traces at the same time?

 How do I know which applications to trace?

http://stackoverflow.com/questions/15086431/php-or-imagemagick-number-of-main-colors-from-an-image
https://creativecommons.org/licenses/by-sa/3.0/
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What Applications to trace?

 When the application is running, issue 
 dis conn(*) type(conn) all where(objname eq 'Q1’) 

 dis qstatus(Q1) type(handle)

 If you don’t know, set ACTVRC(ON) 
 Gather data, exclude applications you don’t want

 Repeat

 Be “very, very careful” 

 Some applications are not very granular
 Broker, Datapower, …
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Activating Activity Trace Using Subscriptions

 Opens up new use cases

- Tracing is no longer just an administration function

- Can be done at individual developer level 

28
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Subscription

 $SYS/MQ/INFO/QMGR/qmgr_name/ActivityTrace/type/identifier
 Type

 ApplName to specify an application

 ChannelName to specify an IBM MQ channel

 ConnectionId to specify an IBM MQ connection

 Identifer

 Applname – same as in mqat.ini

 Channel – the name of the channel (mostly)

 ConnectionId – the connection id from DISPLAY CONN

 The subscription acts as a switch to activate the trace and creates 

subscribes to the resultant data
 Has immediate effect for active applications

 Independent of any other traces active 

 Generic support using 
 Topic style # can only be used to trace all 

 Character style * when used with subscriptions indicating character wildcards

 OpenOptions: MQSO_WILDCARD_CHAR
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Manual Subscription
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amqsact -m V910Test -b -q MyTrace.Out
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Amqsact(c) Refresher

32

Usage: amqsact(c)

[-m QMgrName]     # Queue manager to connect to

[-a ApplName]     # Name of application to trace

[-c ChannelName]  # Name of channel to trace

[-i ConnId]       # Unique connection id to trace

[-q QName]        # Override default queue name

[-t TopicString]  # Subscribe to event topic

[-b]              # Only browse records

[-v]              # Verbose output

[-d <depth>]      # Number of records to display

[-w <timeout>]    # Time to wait (in seconds)

[-s <startTime>]  # Start time of record to process

[-e <endTime>]    # End time of record to process
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amqsact -m V910Test -a amqsget* -w 600
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THE MQ APPLIANCE
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MQ Appliance

 Supports Activity Trace only via subscriptions

 Changes to mqat.ini via system commands 

 Only Global options can be specified 
 http://www.ibm.com/developerworks/rfe/execute?use_case=viewRfe&CR_ID=125162

 Use amqsactc to connect via client 

 Suited to tracking by channel since all communication is channel based 
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dspmqini

37

M2001(mqcli)# dspmqini -m MQAPP_QM1

AllActivityTrace:

ActivityInterval = 1

ActivityCount = 100

TraceLevel = MEDIUM

TraceMessageData = 0

StopOnGetTraceMsg = ON

SubscriptionDelivery = BATCHED
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Setmqini

38

M2001(mqcli)# setmqini

Usage: setmqini -m QMgrName -s StanzaName -k KeyName [-d | -v Value]

-d   Delete the attribute.

-k   Key name of attribute to set.

-m   Queue manager name.

-s   Stanza name.

-v   Attribute value to set.

Example:

setmqini -m QMAPP_QM1 -s AllActivityTrace -k TraceLevel -v HIGH
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CHANNEL TRACING
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Tracking activity from a Business Partner

40

amqsactc -m RemoteQM1 -w 60 -c From.BP0302.Primary -v

Subscribing to the activity trace topic:

'$SYS/MQ/INFO/QMGR/RemoteQM1/ActivityTrace/ChannelName/From.BP0302.Primary

MonitoringType: MQI Activity Trace

Correl_id:

00000000:  414D 5120 5265 6D6F 7465 514D 3120 2020  'AMQ.RemoteQM1...'

00000010:  0D4D 6B55 0429 0020                      '.MkU.)..        '

QueueManager: 'RemoteQM1'

ApplicationName: 'amqrmppa'

Application Type: MQAT_QMGR

ApplicationPid: 14666

UserId: 'mqsystem'

API Caller Type: MQXACT_INTERNAL

API Environment: MQXE_MCA

Channel Name: 'From.BP0302.Primary'

ConnName: '192.168.75.1'

Channel Type: MQCHT_RECEIVER
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Outbound Channel Tracking

AMQSPUT

QM_A_Q1

QM_A

Sending Channel

Receiving Channel

Q1

AMQSGET
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Tracing amqsput
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Sending Channel
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Sending Channel Continued
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Sending Channel Continued
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Receiving channel
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WRAPPING UP
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Other Use Cases

 Track individual application calls 
 Identify application doing “unnecessary” calls

 Inefficient logic 

 Identify applications not conforming to “standards”

 Not providing expiry 

 Not resetting message id 

 Observe timings of calls based on different scenarios 

 Default persistence 

 Different environments 

 Verify correct processing of error conditions

 Queue Full, Queue not found, etc.

 Summarize application calls
 Identify Patterns 

 Problem determination 
 What is the application actually doing
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“Gotcha’s”

 Your trace entries do not show up when I expect
 Working as designed if ActivityInterval is set to 0 or a high value, could be waiting for 

additional data

 The trace is generated when activity happens after the ActivityInterval expires, it can 

have a delay if nothing is happening

 You are getting too many trace messages
 Check that ActivityCount=1 isn’t specified

 Did someone turn on ACTVRC at the queue manager level

 Are you tracing an application that is reading activity events 

(StopOnGetTraceMsg=OFF)

 SYSTEM.ADMIN.TRACE.ACTIVITY.QUEUE  or application queue
 Max Depth Default 3000 “messages”

 Needs to be large enough to handle spikes

 Use dynamic subscription so messages not collected when not needed

 I added an entry to mqat.ini but I don’t see any events being generated
 If application was already active, issue ALTER QMGR

 For windows, add .exe or * to application name
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More “Gotcha’s”

 The message content in the message isn’t what I expect
 AMS may have encrypted the content

 The message may be in a different code page than where you are viewing it

 Other exits may have altered the message 

 Maybe your expectations are not correct

 The application team said they didn’t fill in a “message id” but I see a value
 The traces are generated on the queue manager after some of these fields have been 

filled in by other processing (or exits)

 The application team may have gave you incorrect information

 I see my message(s) being put to the queue but I don’t see them read 
 Reading application may not be traced 

 Messages are still on the queue?

 If all of your applications are called JAVA
 they are still running old client versions
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Tools to Analyze

 Nastel Xray for MQ 
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Other tools to Analyze

 MS0P: SupportPac courtesy Mark Taylor
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Other tools to Analyze

 MQGem Application Activity Trace Viewer

 Amqsactz – Tim Zielke modified version of amqsact

On capitalware website 
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Questions & Answers


