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Background and Problem Statement

" Does your company want to know what client applications
are connecting to a queue manager?

" Does your company want to know which queue managers
are interconnecting to each other?

" Does your company want to know what remote (external)
queue managers are connecting to your queue manager?

" Does your company require tracking of connections to a
queue manager that complies with PCI and/or GDPR
security requirements?

" Finally, do you know who is connecting to your queue
manager? And how often?
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Why? Why not use MQ Auditor?

" Customers wanted something like MQ Auditor but
just on a few channels.

" Asked to have minimal effect/resource usage on
the queue manager.

" Wanted it to also support z/OS queue managers.
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MQ Channel Connection Inspector Overview

" MQ Channel Connection Inspector (MQCCI) is a new
solution that allows a company to track and/or audit
what information a client application or remote queue
manager is exchanging with the local queue manager
when a connection is made

" MQCCI is a channel security exit that operates with
IBM MQ v7.0, v7.1, v7.5, v8.0, v9.0 & v9.1 in
Windows, Unix, IBM i and Linux environments.

" MQCCI for z/OS (z/MQCCI) is available. z/MQCClI is
a channel security exit that operates with IBM MQ
v/7.0,v7.1,v8.0, v9.0 & v9.1 on z/OS.
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MQ Channel Connection Inspector Overview

" |t is designed to provide the user with all of the
information of the MQCD & MQCXP structures in
"human readable" format.

" MQCCI is designed to output 1 line per API call (1
long line). The output information is written to plain
text CSV (Comma Separate Value) files. The user
can choose to have the output information written to
a local or remote queue rather than to a file.
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MQ Channel Connection Inspector Overview

" A channel security exit is ONLY invoked/called by
the queue manager's MCA (Message Channel
Agent) for MQCONN/X and MQDISC API calls (so it

IS very light-weight).

" A channel security exit is never invoked/called for
MQOPEN, MQCLOSE, MQGET, MQPUT/1, etc...
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MQCCI Audit Files

" The output (audit) information is written to plain text
CSV (Comma Separate Value) files.

" The user can choose to have the output information
written to a local or remote queue rather than to a
CSV file.
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MQCCI Invocation

" MQCCI can/will be invoked by the MCA (Message Channel
Agent) with the following ‘ExitReason’ values:
* MQXR_INIT
* MQXR_INIT_SEC
* MQXR_SEC_MSG
* MQXR_SEC PARMS
* MQXR_TERM

" MQCCI will output the ‘CONN’ audit record when the
ExitReason has either MQXR _INIT_SEC (QMgr connection)
or MQXR_SEC_PARMS (client connection) value

" MQCCI will output the ‘DISC’ audit record (optional) when
the ExitReason has the value MQXR_TERM
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MQCCI Invocation from Client Application

" The reason MQCCI outputs the ‘CONN’ audit
record for the ExitReason of MQXR_SEC PARMS
rather than MQXR _INIT or MQXR_INIT_SEC is

because of the channel’'s ‘Sharing Conversion’
(SHARECNYV).

" When the channel’s ‘Sharing Conversion’ is greater
than 1 then the MCA only invokes the security with

ExitReason of MQXR_SEC_PARMS for other
connections after the 1st connection!!!
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MQCCI Audit File — Client Connetion

2018/09/14 18:07:02.155508, CONN, QMgrName=MQWT1, ChiIName=TEST.EXIT.CCI, CD_MaxMsgLength=4194304,
CD_PutAuthority=MQPA_DEFAULT, CD_MCAUserldentifier=roger, CD_ConnectionName=10.10.10.10,
CD_RemoteUserldentifier=roger, CD_SSLCipherSpec=, CD_SSLClientAuth=MQSCA_REQUIRED, CD_CertificateLabel=,
CXP_PartnerName=roger, CXP_SSLCertUserid=,
CXP_SecurityParms_AuthenticationType=MQCSP_AUTH_USER_ID_AND_PWD, CXP_SecurityParms_Userld=bob,
CXP_SharingConversations=TRUE, CXP_MCAUserSource=MQUSRC_MAP, CXP_RemoteProduct=MQJB,
CXP_RemoteVersion=0800,

2018/09/14 18:07:02.161509, DISC, QMgrName=MQWT1, ChIName=TEST.EXIT.CCI, CD_MaxMsgLength=4194304,
CD_PutAuthority=MQPA_DEFAULT, CD_MCAUserldentifier=roger, CD_ConnectionName=10.10.10.10,
CD_RemoteUserldentifier=roger, CD_SSLCipherSpec=, CD_SSLClientAuth=MQSCA_REQUIRED, CD_CertificateLabel=,
CXP_PartnerName=roger, CXP_SSLCertUserid=, CXP_SharingConversations=TRUE,
CXP_MCAUserSource=MQUSRC_CHANNEL, CXP_RemoteProduct=MQJB, CXP_RemoteVersion=0800,
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MQCCI Audit File - QMgr-to-QMgr

2018/09/14 18:46:16.828188, CONN, QMgrName=MQWT1, ChiIName=MQWT2.TO.MQWT1, CD_MaxMsglLength=4194304,
CD_PutAuthority=MQPA_DEFAULT, CD_MCAUserldentifier=tester, CD_ConnectionName=10.10.10.20,
CD_RemoteUserldentifier=, CD_SSLCipherSpec=, CD_SSLClientAuth=MQSCA_REQUIRED, CD_CertificateLabel=,
CXP_PartnerName=MQWT2, CXP_SSLCertUserid=, CXP_SharingConversations=FALSE,
CXP_MCAUserSource=MQUSRC_CHANNEL, CXP_RemoteProduct=MQMM, CXP_RemoteVersion=0800,

2018/09/14 18:46:41.265586, DISC, QMgrName=MQWT1, ChIName=MQWT2.TO.MQWT1, CD_MaxMsgLength=4194304,
CD_PutAuthority=MQPA_DEFAULT, CD_MCAUserldentifier=tester, CD_ConnectionName=10.10.10.20,
CD_RemoteUserldentifier=, CD_SSLCipherSpec=, CD_SSLClientAuth=MQSCA_REQUIRED, CD_CertificateLabel=,
CXP_PartnerName=MQWT2, CXP_SSLCertUserid=, CXP_SharingConversations=FALSE,
CXP_MCAUserSource=MQUSRC_CHANNEL, CXP_RemoteProduct=MQMM, CXP_RemoteVersion=0800,
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MQCCI Audit File

2018/09/13 20:40:52.267712, CONN, QMgrName=MQWT1, ChIName=TEST.EXIT.CCI, CD_Version=11, CD_Version=MQCHT_SVRCONN,
CD_TransportType=MQXPT_TCP, CD_Description=, CD_XmitQName=, CD_ShortConnectionName=10.10.10.10, CD_MCAName=,
CD_ModeName=, CD_TpName=, CD_BatchSize=50, CD_Discinterval=0, CD_ShortRetryCount=10, CD_ShortRetrylnterval=60,
CD_LongRetryCount=999999999, CD_LongRetryInterval=1200, CD_SecurityExit=C:\Capitalware\MQCCI\mqcci(CCl), CD_MsgEXxit=,
CD_SendExit=, CD_ReceiveExit=, CD_SeqNumberWrap=999999999, CD_MaxMsgLength=4194304, CD_PutAuthority=MQPA_DEFAULT,
CD_DataConversion=MQCDC_NO_SENDER_CONVERSION, CD_SecurityUserData=mgqcci.ini, CD_MsgUserData=, CD_SendUserData=,
CD_ReceiveUserData=, CD_Userldentifier=, CD_MCAUserldentifier=roger, CD_MCAType=MQMCAT_PROCESS,
CD_ConnectionName=10.10.10.10, CD_RemoteUserldentifier=roger, CD_MsgRetryExit=, CD_MsgRetryUserData=, CD_MsgRetryCount=10,
CD_MsgRetryInterval=1000, CD_Heartbeatinterval=300, CD_NonPersistentMsgSpeed=MQNPMS_NORMAL, CD_ExitNameLength=128,
CD_ExitDataLength=32, CD_MsgExitsDefined=0, CD_SendExitsDefined=0, CD_ReceiveExitsDefined=0, CD_MsgExitPtr=000000000042F3D8,
CD_MsgUserDataPtr=0000000000000000, CD_SendEXxitPtr=0000000000000000, CD_SendUserDataPtr=0000000000000000,
CD_ReceiveExitPtr=0000000000000000, CD_ReceiveUserDataPtr=0000000000000000, CD_ClusterPtr=0000000000000000, CD_ClustersDefined=0,
CD_NetworkPriority=0, CD_LongMCAUserld=roger, CD_LongRemoteUserld=roger,
CD_MCASecurityld=00000000000000000000000000000000000000000000000000000000000000000000000000000000,
CD_RemoteSecurityld=00000000000000000000000000000000000000000000000000000000000000000000000000000000, CD_SSL CipherSpec=,
CD_SSLClientAuth=MQSCA_REQUIRED, CD_KeepAlivelnterval=MQKAI_AUTO, CD_LocalAddress=10.10.10.10(1415), CD_BatchHeartbeat=0,
CD_HdrCompList=MQCOMPRESS_NONE;MQCOMPRESS_NOT_AVAILABLE,
CD_MsgCompList=MQCOMPRESS_NONE;MQCOMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABL
E;MQCOMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE;MQ
COMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE;MQCOM
PRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE,
CD_CLWLChannelRank=0, CD_CLWLChannelPriority=0, CD_CLWLChannelWeight=50, CD_ChannelMonitoring=MQMON_Q_MGR,
CD_ChannelStatistics=MQMON_Q_MGR, CD_SharingConversations=10, CD_PropertyControl=MQPROP_COMPATIBILITY,
CD_Maxinstances=999999999, CD_MaxInstancesPerClient=999999999, CD_ClientChannelWeight=0,
CD_ConnectionAffinity=MQCAFTY_PREFERRED, CD_BatchDataLimit=5000, CD_UseDLQ=MQUSEDLQ_YES, CD_DefReconnect=-843195984,
CD_CertificateLabel=, CXP_Version=9, CXP_Exitld=MQXT_CHANNEL_SEC_EXIT, CXP_ExitReason=MQXR_SEC_PARMS,
CXP_ExitResponse=MQXCC_OK, CXP_ExitResponse2=MQXR2_USE_AGENT_BUFFER, CXP_Feedback=0, CXP_MaxSegmentLength=32720,
CXP_ExitData=mqcci.ini, CXP_MsgRetryCount=0, CXP_MsgRetryInterval=0, CXP_MsgRetryReason=0, CXP_HeaderLength=0,
CXP_HeaderLength=0, CXP_PartnerName=roger, CXP_FAPLevel=13, CXP_CapabilityFlags=MQCF_DIST_LISTS, CXP_ExitNumber=1,
CXP_ExitSpace=0, CXP_SSLCertUserid=, CXP_SecurityParms_AuthenticationType=MQCSP_AUTH_USER_ID_AND_PWD,
CXP_SecurityParms_Userld=bob, CXP_CurHdrCompression=MQCOMPRESS_NONE, CXP_CurMsgCompression=MQCOMPRESS_NONE,
CXP_SharingConversations=TRUE, CXP_MCAUserSource=MQUSRC_MAP, CXP_RemoteProduct=MQJB, CXP_RemoteVersion=0800,
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MQCCI Audit File

2018/09/13 20:40:52.272712, DISC, QMgrName=MQWT1, ChIName=TEST.EXIT.CCI, CD_Version=11, CD_Version=MQCHT_SVRCONN,
CD_TransportType=MQXPT_TCP, CD_Description=, CD_XmitQName=, CD_ShortConnectionName=10.10.10.10, CD_MCAName=,
CD_ModeName=, CD_TpName=, CD_BatchSize=50, CD_Discinterval=0, CD_ShortRetryCount=10, CD_ShortRetryinterval=60,
CD_LongRetryCount=999999999, CD_LongRetryinterval=1200, CD_SecurityExit=C:\Capitalware\MQCCI\mqcci(CCl), CD_MsgExit=,
CD_SendExit=, CD_ReceiveExit=, CD_SeqNumberWrap=999999999, CD_MaxMsgLength=4194304, CD_PutAuthority=MQPA_DEFAULT,
CD_DataConversion=MQCDC_NO_SENDER_CONVERSION, CD_SecurityUserData=mgqcci.ini, CD_MsgUserData=, CD_SendUserData=,
CD_ReceiveUserData=, CD_Userldentifier=, CD_MCAUserldentifier=roger, CD_MCAType=MQMCAT_PROCESS,
CD_ConnectionName=10.10.10.10, CD_RemoteUserldentifier=roger, CD_MsgRetryExit=, CD_MsgRetryUserData=, CD_MsgRetryCount=10,
CD_MsgRetryinterval=1000, CD_Heartbeatinterval=300, CD_NonPersistentMsgSpeed=MQNPMS_NORMAL, CD_ExitNameLength=128,
CD_ExitDataLength=32, CD_MsgExitsDefined=0, CD_SendExitsDefined=0, CD_ReceiveExitsDefined=0, CD_MsgExitPtr=000000000042F3D8,
CD_MsgUserDataPtr=0000000000000000, CD_SendExitPtr=0000000000000000, CD_SendUserDataPtr=0000000000000000,
CD_ReceiveExitPtr=0000000000000000, CD_ReceiveUserDataPtr=0000000000000000, CD_ClusterPtr=0000000000000000,
CD_ClustersDefined=0, CD_NetworkPriority=0, CD_LongMCAUserld=roger, CD_LongRemoteUserld=roger,
CD_MCASecurityld=00000000000000000000000000000000000000000000000000000000000000000000000000000000,
CD_RemoteSecurityld=00000000000000000000000000000000000000000000000000000000000000000000000000000000, CD_SSL CipherSpec=,
CD_SSLClientAuth=MQSCA_REQUIRED, CD_KeepAlivelnterval=MQKAI_AUTO, CD_LocalAddress=10.10.10.10(1415), CD_BatchHeartbeat=0,
CD_HdrCompList=MQCOMPRESS_NONE;MQCOMPRESS_NOT_AVAILABLE,
CD_MsgCompList=MQCOMPRESS_NONE;MQCOMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILA
BLE;MQCOMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE
;MQCOMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE;MQ
COMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE;MQCOMPRESS_NOT_AVAILABLE,
CD_CLWLChannelRank=0, CD_CLWLChannelPriority=0, CD_CLWLChannelWeight=50, CD_ChannelMonitoring=MQMON_Q_MGR,
CD_ChannelStatistics=MQMON_Q_MGR, CD_SharingConversations=10, CD_PropertyControl=MQPROP_COMPATIBILITY,
CD_MaxInstances=999999999, CD_MaxInstancesPerClient=999999999, CD_ClientChannelWeight=0,
CD_ConnectionAffinity=MQCAFTY_PREFERRED, CD_BatchDataLimit=5000, CD_UseDLQ=MQUSEDLQ_YES, CD_DefReconnect=-843195984,
CD_CertificateLabel=, CXP_Version=9, CXP_Exitld=MQXT_CHANNEL_SEC_EXIT, CXP_ExitReason=MQXR_TERM,
CXP_ExitResponse=MQXCC_OK, CXP_ExitResponse2=MQXR2_USE_AGENT_BUFFER, CXP_Feedback=0, CXP_MaxSegmentLength=0,
CXP_ExitData=mqcci.ini, CXP_MsgRetryCount=0, CXP_MsgRetryinterval=0, CXP_MsgRetryReason=0, CXP_HeaderLength=0,
CXP_HeaderLength=0, CXP_PartnerName=roger, CXP_FAPLevel=13, CXP_CapabilityFlags=MQCF_DIST_LISTS, CXP_ExitNumber=1,
CXP_ExitSpace=0, CXP_SSLCertUserid=, CXP_CurHdrCompression=MQCOMPRESS_NONE,
CXP_CurMsgCompression=MQCOMPRESS_NONE, CXP_SharingConversations=TRUE, CXP_MCAUserSource=MQUSRC_CHANNEL,
CXP_RemoteProduct=MQJB, CXP_RemoteVersion=0800,
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MQCCI IniFiles

" MQCCI uses an initialization files (IniFile) to
configure how the channel security exit is called.

" The user can have 1 IniFile per qgueue manager or
per channel or some combination of both.

" MQCCI has a large number of values for ShowCD
& ShowCXP keywords that can be used. Hence, it

is best to use the MQCCI-GUI to update the values
for keywords.

MQ Technical Conference v2.0.1.8



MQCCI-GUI

MQCCL-GUI: CA\Capitalware\MQCC

File Help

Lo BBl e

General | Show Structures

General
License
LicenseFile
Description

Active

C:\Capitalware \MQCCI\mgcd_licenses.ini

fes

AddDiscMessage Mo

UsePureCSv

CSV Data to File
CSVFile

Mo

CSV Data to a Queue

UseCSVQueue
Logging
LogMode
LogFile

RotateLogDaily

Mo CSVQueue

Mormal -

C:\Capitalware\MQCCI\ngcd. log

Yes w BackuplLogFileCount
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MQCCI-GUI

File Help

showop| ShowCD - Channel Definition

ShowCxP

[ BatchDataLimit
Certificatel abel

[T ClientChannelWeight
[ cLwiLChannelRank
[7] DataConversion

[ ExitDatalength

[ KeepAlivelnterval
[7] LengRetryCount
MaxMsgLength
MCAUserIdentifier
[] MsgExitPtr

[ MsgRetryInterval
[ NetworkPriarity
PutAuthority

[ ReceivelserData
Remotelserldentifier
[ sendExitPtr

[ SeqMumberrap

[7] shertRetryInterval

[] TpName

[ version

[] BatchHeartbeat

[] channeManitoring
[ ClusterPtr

[ cLwichannelweight
[7] DefReconnect

[7] ExitameLength

[7] Localaddress

[7] LongRetryInterval
[7] MCAName

[] ModeName

[ MsgExitsDefined

[] MsgRetryUserData
[] NonPersistentMsgSpeed
[] ReceiveExit

[ ReceivelserDataPtr
[ securityExit

[ sendExitsDefined

[ SharingCanversations
S5LCipherSpec

[] TransportType

[ XmitQName

[ BatchInterval
[] ChannelStatistics
[T ClustersDefined
[ Connectionaffinity
[ Description

[7] HdrCompList

[ LongMCAUserId
[7] MaxInstances
[7] MCASecurityld
[] MsgCompList

[ MsgRetryCount
[ MsgUserData

[] Password

[ ReceiveExitPtr

[ BatchSize

[] channelType

[ cLwLChannelPriority
ConnectionName

|| DiscInterval

[] HeartbeatInterval
[~] LongRemotelserId
[~] MaxInstancesPerClient
[ MCAType

[7] MsgExit

[] MsgRetryExit

[] MegUserDataPtr

[ PropertyControl

[~ ReceiveExitsDefined

EIr assword

[ SecurityUserData

[ SendUserData

[ ShertConnectionMame
S5LClientAuth

[7] UseDLQ

Dr\ +

[] sendExit

curityId

[] sendUserDataPtr
[] ShertRetryCount
S5LPeeriName

[ UserIdentifier
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MQCCI-GUI

File Help

ShowCD ShowC¥P - Channel Exit Parameter

/m [] CapabilityFlags [] CurHdrCompressian
[ Exitid [ ExitNumber
[ ExitRespanse [ ExitSpace
[] HeaderLength [] MaxSegmentiength
[] MsgRetryInterval ["] MsgRetryReason

RemoteVersion SecurityParms

S5LRemCertlssName [ | Version

[] CurMsgCompression
[ ExitReason

[C] FAPLevel
MCAlserSource
PartnerMName

SharingConversations

[ ExitData

[] ExitResponse2
[] Feedback

[ MsgRetryCount
RemoteProduct

S5LCertUserid
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Pricing of MQCCI

" MQCCI is licensed on a ‘per queue manager’ basis.

Quantity Price per Queue Manager* (USD)
1 9 $299.00
10 49 $275.00
50 99 $249.00
100 249 $225.00
250 Unlimited $199.00
** Enterprise License $55,000.00

" * Yearly maintenance is 15%.

= ** Unlimited number of queue managers in
company locations worldwide.
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Pricing of z/MQCCI

" z/IMQCCI is licensed on a ‘per queue manager’

basis.
Quantity Price per Queue Manager* (USD)
1 9 $1495.00
10 19 $1395.00
20 Unlimited $1295.00
** Enterprise License $55,000.00

" * Yearly maintenance is 15%.

= ** Unlimited number of queue managers in
company locations worldwide.
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Questions & Answers
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