Using Machine Learning and
Analytics to Understand How




Nastel Technologies - What We Do

Monitoring Tracking Analytics

e

BUSINESS APPLICATIONS

|/\/' Banking @ Transport @ Claims E Order Payments
A/ Finance O0™0" Logistics Processing Handling Processing
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The Nastel Difference: Making the Complex Simple

Q

Intuitive, Actionable
Business Insights

Event/Transaction Synthesis
with Alerts and Notifications

ata [, @ N Metrics

Payload

Logs, Metrics &
Transactions

Properties

From Multiple
Sources
&% 89 NG
- ;‘N WG
8 Hiswers.]
. .“ ’ (}élf:;\
. 7 S
Chaotic Complexity Data Enrichment & Simplicity
Low-value Data Business Milestones High-value Data
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Metrics and Events from Multiple Sources

Application Infrastructure Metrics & Events Transaction Application
(Messaging Middleware, ESB, Java, ...) Metrics & Events Metrics & Events
WO JBOSS Transaction_Analyzer BNY_PAYMENTS
=@l Broker QMGR =@ serverl =@ HopStats @I EUR
& @ TradeVerification.Input.Queue i@ Enterprise_Beans =@ Application Elﬂ] GBP
@ Depth : 182 (@ JDBC_Connection_Pool =@ CALYPSO-CIBOS &-@ 207601
@ MaxDepth : 600 =@ JVM_Runtime_Monitor (@ msg_stats =@ 207602
""" @ MaxMsgl : 4194304 @ FreeMemory : 930 =@ opr_summary - @ amount : 80845
@ Put:Enabled 1 - @ HeapSize : 684 @ average op_time_msec: 319 @ id: 207602
‘@ Type:Qlocal i b @ ProcessCpulsage : 43 @ average_wait_time_msec : 228 @ text : [D:207602:IRVTLUL
@ Usage : Normal =+E8 Serviet_Session_Manager -8 EquitiesAudit B@ PY
w- @ TradeVerification.Output.Queue = @ ActivateNonExistSessionCount : 507 =@ EquitiesMsgHub = (@ 207801
w@ecsep e @ InvalidateCount : 772 =@ msg_stats @ usD
=@ QMGR_PO3013 = @ LifeTime : 2660 @ average msg_age msec: 54
-5 QMGR_T03001 (+-[@ Thread_Pools @ total_recv_msgs: 133
- {5 QMGR_T03002 9" WebApplications PR @ total_send_msgs : 145

@ ErrorCount : 796 @ opr_summary
@ ReloadCount : 600 o-{@] EquitiesValidation
@ ServiceTime : 11609 (@) OFAC-BSA _Screening
- {8 SWIFTAlliance

o-{@ SWIFTCouterparty

e OO e T O
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Nastel's AutoPilot®

i
D
A

Automatic Transaction
Tracking & Auditing

Complex Event Processing
(CEP: Situational Awareness)

Unified Application Analytics
and Log Analytics

End-User Monitoring,
Performance Analytics

Middleware Management
and Monitoring

Built on a Big-Data Platform
for Extreme Scalability
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AutoPilot® for IBM MQ

Overview:
= NASTEL | . Management

- Monitoring
- Message Tracking
- Log Analytics

www.nastel.com



Nastel's AutoPilot® for IBM MQ

Management Monitoring Message Tracking

a

12 =

= Unix

= Linux
= Windows

‘ IBM z/0S
= |BM iSeries
= |BM AIX
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AutoPilot - Management of IBM MQ

= Auto discovery of WMQ objects

" Automatic Configuration
Management

" Audit trail & Rollback of changes
to WMQ objects

" Agent and Agent-less
management

" Message Management & Search

= Secure, Self Service WMQ
Management

@.,:? 9 Logged in as Admin

=2 @ WIMQ Network
ER=1Yel
[=-y Favorites
N My Favorite Things <=
i Mew objects<=
| -y PROBLEM OBJECTS<>
E| p Searches
=7 Queuen==CITI®< > (14)
=8 L_; SCOTT-UBUNTU-VM < >
[ MBSQMGR <>
o qu_az>
e aM_B<>
g Qu_ce>
F“Q QM _DEV <>
Queues<>
.- 5 Alias Queues<>
== Local Queues <CITT*>
= CITL_001 (0/50)

e -

=)
CITI_003 {0/5000)
Ls Model Queues <>
[#-% Remote Queues<>
= ‘- Channels <>
Client Connections <>
- ?é Listeners< >
[#-"§ Processes< >
-4k Services <
[#-== Namelists <>
[ Authentication Informations <>
=

[#-|Z] Topics<>

-l subscriptions< =
-Fg QM_PROD<>
Py QM_UAT=>

Attributes Events Actions Messages

Quewe: \\MQM\SCOTT-UBU NTU-UM'\QM_DEV'\CITI_D

Gon 0F 595904 B4 Dgba B4E

Browse criteria string:

1 <?xml wversion="1.0" encoding="utf-8" standalone="y

2 /CITICORP/MTS542 DELIVER. FREE/16R/GENL/20C//SE
3 /CITICORP/MTS42 DELIVER FREE/16R/GENL/20C//SE
4 /CITICORP/MT542 DELIVER FREE/16R/GENL/20C//SE
5 /CITICORP/MT542 DELIVER FREE/16R/GENL/20C//SE
6 /CITICORP/MT542 DELIVER FREE/16R/GENL/20C//SE
7 /BARCAP/BARCLAYS CAPITAL/440 OLD BOND STREE
8 /BARCAP/BARCLAYS CAPITAL/440 OLD BOND STREE
9 /BARCAP/BARCLAYS CAPITAL/440 OLD BOND STREE
[[] 10/BARCAP/BARCLAYS CAPITAL/440 OLD BOND STREE

OoOooooooOE

Viewing Messages: < Prev | 1 - 10 | Next »

VL)
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AutoPilot - Monitoring of IBM MQ

" Pre-defined & User-Defined :
Dashboards with intuitive KPI's

" Policy-based, Wizard-built
monitoring : -

" No scripting

..........

" Dynamic Thresholds & Automatic
Baselining

= Alerts, Notifications & Automated e B

®  Real-time and historical analysis

..........
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AutoPilot - Message Transaction Tracking of IBM MQ

" Graphical views of MQ Message |
Flow transactions | e

_TE
PMGUBUT

= Categorize MQ message flows s
e.g. by Business Unit, -
application type

a4

jte! et Event fields all for |ate: hours where activitylD in ('28b6ebff-

B EventNa StariTime Elapsed” Message Severity

MQGET  2017-05-0219:31:1. 436ms  /FINCORPFinanci.. 2 () INFQ Qs

MQGET ~ 2017-05-0219:31:1! 453ms  /FINCORP Financi... < () INFO Qs

" Pinpoint message delivery

MQPUT 2017-05-02 19:31:1! Oms JFINCORP Financi... 22 em aﬁ

p ro b [e ms. messa ge la ten Cy an d v Freepeiceten e Pt Pt P
, MaPUT 2017-05-02 19:31:1} Oms JFINCORP Financi.. = OM aﬁ

S LA b re a C h e S MQGET 2017-05-02 19:31:1! Oms JFINCORP Financi.. oy GM aﬁ
MQPUT 2017-05-02 19:31:1! Oms JFINCORP Finangi... < om aﬁ

StartTime

" (Criteria-based message search

@, Show all

" Message tracking information
stored in NoSQL database

" Real-time and historical analysis |

=
H
[
=
g
@

ActivityName
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Log Analytics - MQ/I1IB and any other logs

" (Centralized access to logs from queue managers and brokers
= Analyze trends

® Search for specific content or conditions

B.31%
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AutoPilot® for IBM MQ
= NASTEL

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

IBM MQ Configuration
& Message Management

www.nastel.com



IBM MQ Stakeholders

L

Middleware Application Application Enterprise Application
Team Support Developers Architects Owners
— "\ /~\ \ A\

= DEV, TEST & = Faster time to = User Acceptance " Improve processes
PROD repair (MTTR) Testing = Reduce costs

= Management of = |dentify root = Improve quality of = Prevent performance
messaging cause of MQ new releases of problems
backbone issues applications

13
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Targeted delegation of access rights

SikE

i h@m. 0 Logged in as Admin

=68 wMQ Network

EE@I

=

14

Favorites
Searches
=% WIN2003R.2
=g MBBQMGR
EI Queues
l _) Alias Queues
l == Local Queues
l =5 Model Queues
Remote Queues
] sl Channels
Client Connections
Fl- ﬁ% Listeners
Processes
Services
‘== Namelists

- Authentication Informations
=]

-

Topics
B Subscriptions

QM_B
QM_C
-7 QM_DEV
- QM_PROD
0-Fe qQu_uat

olalal & &-@-5-5-6
o &
=
I

-
]..
]..

Middleware
Expert

= @.'. 0 Logged in as David

=} @ WMQ Network

= 5’; MQM
[+ Fawvorites
- fO Searches
E|-- L, wiNzo08R2
= Fg qm_pev
E-== Queues
'L_) Alias Queues
-7 Local Queves
-g Model Queues
Remote Queues

Safe: protect MQ estate

zogs

Application
Support

Secure: highly granular, role-based

security

Simple: delegate selected tasks to

Dev/Ops teams

Scalable: to a large number of users
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Secure access ... for viewing authorized objects

@ﬂ: 9 Legged in as David

=€) wmQ Network
-5 MoM
[+ Favorites
Searches
=L Scott-Ubuntu-vm
=g Qu_pev
-5 Queues
L_) Alias Queues
-7 Local Queues
.55 P03013.PMT.RSP (46/500)
Lg Model Queves
=% pemote Queues

Tree view of
authorized MQ
objects

15

Attributes |

Events |

Actions |

Messages | Status Views | Topology Views |

Quese: \\MQM\Scoti-Ubuntu-VYM\QM_DEVAP02013.PMT.REQ (21 / 500)

G Bd t958hg g bgba DADARE EIPA

Browse criteria string:

334
169
139
333
169
189
334
334
334
334

(=
U L= =" == T Lo N [« Y [ IR Sy | I | S5 T (]

334

20150207
20150207
20150207
20150207
20150207
20150207
20150207
20150207
20130207
20150207
20150207

# Message Size MD::Put Date MD::Put Time

12313885
125341799
12342965
123456260
12351490
12352464
12354439
125354439
12354439
12554439
12354439

Page size: 100

{1:
{1:
{1:
{1:
{1:
{1:
{1:
{1:
{1:
{1:
{1:

Pgl% E}E Export all

| Set and browse |

Message Data
-\.!.- 'Exl o lﬂ

FO1BEBEDEBBAXXX3768156193}{2:03001139050822CF
FO1CHASUS33AXX¥3768156193}{2:03001139050822C|
FO1CHASUS33AXXX3768156193}{2:03001139050822C]
FO1CRESCHZZAXKX3768156193}1{2:030011390508226
FO1CHASUS33AXXX3768156193}{2:03001139050822C|
FO1CHASUS33AXKX3768156193}{2:03001139050822C]
FO1BEEEDEBBEAXXX3768156193}{2:03001139050822CF
FO1BEBEDEBBAXXX3768156193}{2:03001139050822CF
FO1BEBEDEEBBAXXX3768156193}{2:03001139050822CF
FO1BEEBEDEBBAXXX3768156193}{2:03001139050822CF
FO1BEBEDEBBAXXX3768156193}{2:03001139050822CF
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Secure access ... for viewing authorized objects

B8

&R

9 Logged in as Dawvid

=€) wMQ Network Events |  Actions | Messages | Status Views | Topology Views |
=53 MaM y—y -
5 Favorites :: 9 Logged in as David Scoti-Ubuntu vH\lQH_DEV\PGE{IPHT.REQ (21 / 500)
H 37 L3>
- O Searches t9Dg D Dgbs DALERg [EIDS AT O export an
=k Scott-Ubuntu-yM
B,E QM_DEV Secure access string: Page size: |100 | Set and browse |
=77 Queues il g Message Data
E AliasllQueues - ! Size MD::Put Date MD::Put Time . .
=1
=0 Local Queues 1 334 20150207 12313885 {1:FO1BEBEDEBBAXXX3768156193}{2:030011359050822CF
= pos e s
.75 PO3013.PMT.RSP (46/500) 2 169 20150207 12341799  {1:FO15" A3AKXX3768156193}{2:03001139050822C]
3 Model Queues 3 189 20150207 123429567 150822C]
----- =9 pemote Ques —— —_—
e ~ # Message Size MD::Put Date MD::Put Time <28
123514 1822C]
1 334 20150207 12313885
E"'r& QM_DEV 23524 - 1822C]
= u i
: L—}f"aslgueues Authorized k1 3 189 20150207 12342965 R
- oCal Lueues >
MQ objects
= 23544 . )822CH
- [ P03013.PMT.RSP (46/500) only " View queue depth
I oy > = View message details R
7@ Remote Queues 235443 ,0822CF

16
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MQ Topology View

6 ER

0 Logged in as Admin 0"9"

B @ WMQ Network A | Actions Messages | Status Views |Topology Views
=-E Mo
Favorites
: 8 Searches Gm E
=L APMsUBL 16 <>
; Ihe AGNT1<> Show References: Name Mask: |* |[c i M E Wirst Set and show topology

[ acnr2<>
NASTEL.MMF.ADMIN..

Fg corp=<=
7 m— .|||||||HJII“IHIH|||||||||||||||| |||||||||||||||||||||| Aot 4 2017 42833 - gt 25, 2017 429520

Queues<»
[y Alias Queues<> | MASTEL SIS LB EVENT QUEUE

-l Local Queues<> 250% SYSTEM.INTERNAL.REPLY....
£ g Model Queues <> 1 0

Remote Queues<> 200%

Channels <= b ! )
Sender <> 160% | S RE USRI AN S M T
S am_aqus | nasTELMMEAUDT.QUEYE
SYSTEM,DEF.SENDER Too% 0
& Receiver <> 50% , >
SYSTEM.ALTO.RECELY = SYSTEM ADMIN ACTIVITY ...

SYSTEM.DEF.RECEIVE] SYSTEM.INTER.OMGR.CONTROL
3 Requester<» 0
- 1 Server<:
& Server Comecton<> SYSTEM PROTEETION.POLICY....
1 Cluster Receiver<> . 0
th :'- Cluster Sender <> NAFI'EL.ML:]F.&DMIN.... El

SYSTEM.PENDING. DATA.QUEUE L:50
SYSTEM.ADMIN.COMMAND...0
0

NASTEL. MME.AUDIT.QUEUE
0

SYSTEM.DEAD.LETTER.QUEUE
0
SYSTEM.ADMIN. TRACE....
0
SYSTEM.SELECTION. ...
07 SYSTEM DDELAY.LOCAL.QUELE

SYSTEMDOTNET.... SWTEM-nDM:l.M
0

-
2
H-
18 SYSTEM
SYSTEM.CICS INITIATION. QUEUE
NAS'I'EL.PUBSUB.E\."ED&.OUEUE
SYSTEM.CHANNEL.INITQ 0

SYSTEM.CLUSTER....
S TEM DEADILETTER QUEUE T8
- & Client Connections <> -
?5 Listeners<> SYTEM, HIERARCHY. STATE
i

Processes<s IDING. DATA.QUELE 0

; = Cluster Queue Managers <> e SYSTEM. ADMIN TRACE. ..
Services<>

Namelists <=

¥ Authentication Informations <=
Topics <=
Subscriptions <> 1.SELECTION.

=

CLUSTER_ABC
SYSTEM.INTERN:

SYSTEM.DURABLE...
0

I-E-E-E-E-E
Taaaaa.—..—..—..—..—.mmmj
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Secure access ... for authorized actions
®@ @.!: 9 Losgedin 52 David | @Cup}r Local Queue PO3013.PMTIPN

i . Attribut
. ®FEMQ - E * e IQ( ’ I ( )l(
2. MM Queue name:
-+~ Favorites Bt |

5 MD4045.0RD.REQ
Sean:hes Gm C|u5ter _ rt a"
=F L, Scott-Ubuntu-vM Triggering Description:

. Browse ¢

=g QM_DEV Events MD4045,0RD.REQ used by M040 Order Processing|

EIL Queues Storage
3> Alias Queues - Monitoring Queue Usage: Scope:
=77 Local Queues

- i 'Normal - ' 'Queue Manager - ' 22CF

" posora e Gus00) - . -

i iz P03013.PMT.R5P (46/500) | o2 Default Bind: Default Persistence:
el TR B = i | .

i 2
AutoPilot On-Demand for WebSphere MQ ﬁ‘iﬂn CEEEE =
] Et Messages:
Command status: (RC - 2035), CMD - MQCMD_COPY_Q - Failed! E - :
we -

Origin: WMQM\Scott-Ubuntu-VVML QM _DEVA Queues\Local Queues\PO3013.PMT.IPM
Destination: M04045.0RD.REQ

Timestamp: Feb 10 2015 20:27:51

Reason: NOT AUTHORIZED

22C]

[] Replace existing definition

Description: MQRC_NOT_AUTHORIZED: The user is not authorized to perform the operation attempted | [ o J ’ 48 Cancel ] ’ 4? Help
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Audit Trail

‘ Home  Security Management  Administration

Import Data | ExportData | Audit Report | Miscellaneous

User List
== [ V1-27/ 22
Date
User Name MQ Manager Name j
el Object Type N 052612017 =
| T v
o I
DAVID QM_DEV Queue CITI_01 EXCMD_MG_BROWSE GRANTED Sat Aug 26 23:41:46 2017
DAVID QM_DEV Queue CITI_01 EXCMD_MG_BROWSE GRANTED Sat Aug 26 23:41:48 2017
DAVID QM_DEV Queue CITI_01 EXCMD_MG_NEW GRANTED Sat Aug 26 23:41:51 2017
DAVID QM_DEV Queue CITI_01 EXCMD_MG_BROWSE GRANTED Sat Aug 26 23:41:51 2017
DAVID QM_DEV Queue CITI_01 EXCMD_MG_MOVE GRANTED Sat Aug 26 23:42:01 2017
DAVID QM_DEV Queue CITI_01 EXCMD_MG_MOWVE GRANTED Sat Aug 26 23:42:01 2017
DAVID QM_DEV Queue CITI_01 EXCMD_MG_MOWVE GRANTED Sat Aug 26 23:42:01 2017
DAVID QM_DEV Queue CITI_01 EXCMD_MG_MOWVE GRANTED Sat Aug 26 23:42:02 2017
DAVID QM_DEV Queue CITI_01 EXCMD_MG_MOWVE GRANTED Sat Aug 26 23:42:02 2017
DAVID QM_DEV Queue CITI_01 EXCMD_MG_BROWSE GRANTED Sat Aug 26 23:42:02 2017
DAVID QM_DEV Queue CITI_03 EXCMD_MG_BROWSE GRANTED T I
DAVID QM_DEV Queue CITI_03 EXCMD_MG_DELETE = GRANTED Sz °
DAVID QM_DEV Queue CITL 03 EXCMD_MG_DELETE ~ GRANTED Sz U naut h orn Zed
DAVID QM_DEV Queue CITL_03 EXCMD_MG_BROWSE GRANTED - . .
DAVID QM_FROD Queue CITI_012 MQCMD_COPY_Q DENIED 2a aCtl o n den]ed
DAVID QM_PROD Queue CITI_012 MQCMD_COPY_Q DENIED Sat Aug 26 23:43:02 2017
DAVID QM_DEV Queue CITI_02 EXCMD_MG_BROWSE GRANTED Sat Aug 26 23:43:10 2017
[ a2
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Secure Access to Messages

20

|i-€,| View Message 32 in WWMQM\Scott-Ubuntu-YMVWOM_DEVVQueueshLocal Queuss\PO3013.PMT.REQ u
Msg Id: | MQ OM_DEV OOOT OO | @ Text ()HEX  MQMsg Format:
Correl Id: | E00000000000000000000000 | @ Text () HEX Code Page: | 1208

[% Message Headers Data

[ Hex ][ Text ] Decompile M=gProp Lusactrizlll *

Messages:

<Fluw> -

<!-- SWIFAlliance -->

<luw appl="SWIFTARlliance" resmgr="CMFFED">
<op func="MOGET" type="RECEIVE" rescurce="IWIFI.STRTEMENTS.CCNFIEMATICNS" dur usec="28000" msg="4" transpor
<op fune="MOFUT™ type="SEND" resource="5WIFI.OFAC.STATEMENTS.CONFIRMATIONS" dur usec="23000" msg="4" transp
</ luw>
! [

£!-— QFLC/BSR Receive and Screen

<luw appl="0FAC/BSL Screening” resmgr="0FLC.JMGR">
<op fune="MOGET™ type="RECEIVE" resource="S5SWIFI.OFAC.STATEMENTS.CONFIEMATIONS" dur usec="28000" msg="4" tra
<op [unc="MQFUT™ type="3END" resource="S5SWIFI.GF5.S5STATEMENTS.CONFIRMATIONS" dur usec="23000" msg="41" transpo

</ luw>

<luw appl="M{BRIDGE" resmgr="GEFS5.JMGR":> =4
<cp fung” MOGET™ type="RECEIVE" rescurce="3WIFL, 5.5TATEMENTS.CONFIEMATIONS" dur usecy” (8000" msg="4" tran .

T T - .

3

= XML format =

“ Hex format ~ - " Text format

©2017 NASTEL TECHNOLOGIES, INC.



Favorites and Searches

21

L ] ) .
_-'.?."j a Logged in as David

S

=€) WMQ Network

B@ MOM

2+ - Favorites

Bl My Hot List
l_——_r My Queue Managers
m-ffa QM_DEV
=h-+ + Order Ohjects
----- 5 Order. Alizs.Queue
= T Order.Input.Queue (42/50)
-5 Order, Output. Queue (0/50)
----- Crder. Subscription. Request
- Process.Order. App
-+ ~ Problem Ghjects
[—]p Searches
E1-T Queue:: ®: = *0rder* (3)

----- =3 Order, Alias.Queue

-5 Order.Input.Queue (42/50)

-

o COrder. Qutput, Queue (0,/50)
=L, Scott-Ubuntu-yM
m-l@ QM_DEV

|E|...

Order Objects

[

----- 3 Order. Alias.Queue

e

----- = Order. Input.Queue (42/50)

[SmeE,

----- Order.Output. Queue (0,/50)
----- Order.Subscription. Reguest
- Process,Order. App

= p Searches

T Queue:: ™ * *Order ™ (3)

-3 Order. Alias. Queue
55 Order. Input.Queue (42/50)

S

- Order. Qutput.Queue (0/50)
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MQSC Export/Import and Console

=L HPENWYOL13 <> | — — - : .
'Fh@' r Attribute Name Attribute Value
T Refresh Mo Attributes to list...
+ -t Properties. .. P
0 Ed || QM_& (HPEMWY0113) X
iy Lis
+ :r Shiow Obiject Attributes Cormmand:
+- £
+=E Me Show Topology - " Submit
e
+Fh© oM _E Comrmands k Response:
> PE S:;C Cluster membership b SCUDSERYV (QMER) SPLCAP {ENRELED) »
.
i---!“o ¥ 'SITreZ MCISC ) apply From > SSLCRLNL{ ) SSLCEYP( )
@ R o ' E B SSLEV({DISABLED ) SSLEIPS (ND}
SSLEEYE (C: \ProgramData®\IBM\ MO yamorsh0M Alsslikey)
Delete Console | SSLEEEYC{0} STATACLS (QMGE}
y STATCHL (MEDI UM} STATINT (1800)
Delete from Database STATHOT (OFE ) STATQ (0N}
STRSTPEY{ENABLED ) SULTEE { NONE }
Add ko Favorites. .. SYNCPT TREELIFE(1%00) c
99999 VERSION(0S000200) N
Filter... . -
Also available as = r

command line
for automation | xclear | | Copy || Save | | o*" Help
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NASTEL

Driving Bus action Performan

Unique features of AutoPilot Insight

Fore

www.nast



Natural query language

= AutoPilot Insight English like query language lets you analyze transactions, logs,
performance and combines data query with visualization in a single statement

" Get number of events show as linechart

Response Time Chart

jKQL> Get number of activities fields avg(elapsedtime) for latest week group by starttime bucketed by minute show as anomalychart

30199. Aug 16 2016 10:04T@ Aug 16 2016 10:0578@ Aug 16 2016 10:0678@ Aug 16 2016 10:07 7@ Aug 16 2316/ 10:00TMRAUgL6:2016 10:10:00 St DDt
20 — 00min 00.0148sec
10 g ' ot 00min 00.0146sec

0 ‘ — < = - . 00min 00.0144sec

ElapsedTime

Activity Count

-10 00min 00.0142sec
A 00min 00.0140sec

-30 00min 00.0138sec
Tue Aug 16 2016 10:047f Aug 16 2016 10:057@@ Aug 16 2016 10:067@ Aug 16 2016 10:077 Aug 16 2016 10:097& Aug 16 2016 10:107 Aug 16 2016 10:11:00

StartTime
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Natural query language

= Ability to ask any question about application performance, logs, transaction and
metrics using JKQL English like query language.

Recent Event Scorecard 267 events [Z]

jKQL> Get number of events for latest hour where severity > INFO group by severity, eventname, location ORDER BY severity show as scorecard

> | (0B & ~

SensorActionTask LoggerManagerService java:430 118

UpdateFacts LoggerManagerService java:442 46 JKQL query language
ERROR run ObjectMonitorjava:602 | 3 provides a flexible way
stopAllServices Mode java: 1168 Topology View 1 tO Organize, query and
Sl ask questions about any

| @ server |
data from any source

Real time (CEP/EPL) expressions
that let App Support see what’s
happening in real-time

e 4 e

Total Events = [ | [Hi|[w Executive View. . >| |2V Executive View.

i B - e
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Subscribe function for streaming time series data
= AutoPilot Insight lets you subscribe to APM data using JKQL “subscribe” queries.

= “Subscribe to number of events group by location show as summary”
= Developers can write streaming, query apps using our open source API
= https://github.com/Nastel/jKoolRestClients#running-jkool-queries-asynchronousl

Live Stream Executive View_Worst Orders

JKQL> Subscribe to events show as linechart JKQL> Get longest 10 events where sourcessn in (‘tnt4f) order by starime show as linechart

L}
5 00m 00.041s
00m 00.040s
00m 00.039s

©
E
E 00m 00.038s
o

= 00m 00.037s

r S 4 .
00m 00.036s
. . * °

00m 00.035s

& P P o P
F S T T T T T T T
EveniName

— ReadOrderContents — RunTest1
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https://github.com/Nastel/jKoolRestClients#running-jkool-queries-asynchronously

Flow tracking, Log Analytics and Monitoring

AutoPilot Insight can track transactions, performance as well as message and
transaction payload, as well as logs.

Example of how someone might search for a specific order from command line:

= JKCmd -search “failure” -file args.file

= JKCmd -query “get number of events where message contains ‘failure’” -

file args.file

Viewlet 4

JKQL> Get events where message contains ‘failure’

B EventName StartTime ElapsedTime EveniType Exception
sshd/authpriv 2016-08-16 12:24:.04.57682 10:51.423m EVENT store100 sshd[325... |24 LWARNING E 1
sshd/authpriv 2016-08-16 09:26:17.7844¢ 18:31.215m EVENT store 100 sshd[240... =< LWARNING E 1
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Real time continuous search on all data streams

= Use AutoPilot Insight “subscribe” capability to run real-time continuous searches
against all data streams.

JKQL> Subscribe to events show as linechart

00m 25s

“Subscribe” - real
time search on all
data streams.

00m 20s

00m 15s

00m 10s

ElapsedTime

=
3
£
2
E
7]

00m 05s

0 & @& @& @& 0 @ 0 0o o o o o 00m 00s
memé“

EventName
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Machine Learning, Anomaly Detection & Root Cause Analysis

" Detecting anomalies - algorithm based on Robust Principal Component Analysis
® No learning rules required for training

= Viewlets provide drill-down capability for root-cause analysis

Event Anomolies

JKQL= Get events compute anomaly (avg(ElapsedTime),'day/week’) where stariTime > "2017-01-01' and staritime < '2017-04-01" group by staritime bucketed by day order by staritime show as linechart |>_| Q|

0 [u]

01h 06m 40s
2, Show all

00h 50m 00s

There is an anomaly in this time
00h 23m 20s period. Click on this balloon for

more details.
00h 45m 15s

ElapsedTime

00h 16m 40s

00h 00m 00s

0 0= Av I AVE AV
¢el o ¢e! e cel ot ¢l e

o e

W et et

-g0-"" 20" go-"  Sat Feb 18 2017 00:00:00 cgo-"
% \Ngﬁq .‘1\\)? L) “\WG ,‘\\\5 <l e

= oo S

Wat -\NeO ‘M,f.-"‘““ Bt

<ue e
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Machine Learning, Anomaly Detection & Root Cause Analysis

= Drilldown to graph of nodes and edges representing topology at time of anomaly
= Topology graph automatically created for all relationships in time window
= Related nodes are automatically stitched together

" Lines between nodes (called °

JKQL> get activity compute anomalyDeepDiveRogueEdges(”) where startTime >= 2017-02-18 00:00:

‘edges”), represent relationships between nodes

:00.000000 -0 3 ime <= '2017-02-18 23:59:59.999999 -05:00' show as topology > 8 © Vv

§cl

USAtTerminalAtCLT — resource-sky

Elapsed time of this edge: 01:16:00.0.
Average elapsed time: 00:059:05.0.
It took 8x longer than average.

Anomaly (0NN NSH O[O Frobabls root cause of the anomaly.
Average 00:09:05.0 resource-sky

[ DRI AN + 34

Anomaly 01:21:00.0
Average 00:18:08.5

@ Edges colored red represent probable root cause and/or communication impacted by the root cause. Please click each red edge for details.
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Machine Learning, Anomaly Detection & Root Cause Analysis

31

Drilldown to events - looking at all relationships from the graph, we detect which

edges are significantly different than their statistical average for the time window
(configurable)

The worst “edge(s)” are the potential root cause.

Anomaly Root Cause A. .. Anomaly Root Cause A . X

JKAL> Get Event fields all where servemame in ('server-terminal-CLT", ‘server-terminal-PHX") and AppiName in (USAtTerminalAICLT, 'USAtTerminalAtPHX") and startTime >="2017-02-18 00

EventName StariTime ElapsedTime EveniType ServerName Exception AppIName Address
! US-175-Depart 2017-02-18 08:25:00.00000 1:16:00h SEND server-terminal-CLT LateFlight (] ig USAtTerminal AtCLT runway-CLT
L US-178-Arrive 2017-02-18 19:12:00.00000 24:00m RECEIVE server-terminal-CLT LateFlight LY e USAtTerminal AICLT runway-CLT
I US-175-Arrive 2017-02-18 13:02:00.00000 1:21:00h RECEIVE server-terminal-PHX LateFlight LY @8 UsAtTerminal AtPHX  runway-PHX
L Us-178-Depart 2017-02-18 15:30:00.00000 0ms SEND server-terminal-PHX none LY 8 USAtTerminal AtPHX runway-PHX

©2017 NASTEL TECHNOLOGIES, INC.



NASTEL IT Operations Use Case

Susan is the senior IT operations manager,
responsible for monitoring applications and
alerting the IT organization when anomalies
are detected in terms of response times and
service levels.

www.nastel.com



Use automated transaction baselining to set SLA's

JKQL> Get events for today where ResourceName contains ‘Missed SLA' show as linechart

10 00m 00.06s

Missed SLA Events 1049 Missed SLA Events O 00 D
V Severity e{ Event Count 00m 00.04s

ElapsedTime : 00m 00.033593s i INFO
00m 00.03s

A WARNING

ElapsedTime

00m 00.02s

SnapShotCount

j ) ERROR

\ / 1§

. e : baselining

2016-10-02 13:17:17 . (statistical
analytics)

M EventName StartTime ElapsedTime EventType
ReadOrder 2016-05-24 21:3 5 RECEIVE 0 » B, WARNING APPL=Proces
ReadOrder 2016-05-24 48 58 +02:00 s RECEIVE Payment Productld= > 4\ WARNING APPL=Proces

ReadOrder 2016-05-24 5.548116 +02:00 5 RECEIVE Payment Productld=8380203... 24 12# ERROR  APPL=Proces
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Monitor a planned update to application architecture
DevOps Build Analytics %

Summary +

Event StackChart Threat Summary 2l Step Severity Levels

JKQL= Get number of events group by eve. .. |—2_ QB JKQL=> Get number of events for latest we. .. |—3_ QB o JKQL= Get Events fields severity, eventn. .. |—3_ QB N

CRITICAL: 20.43% WARNING: 19.57% 00m 00.04s

ERROR: 20.00% WARNING: 19.57% 00m 00.03s

WARNING: 10.21% WARNING: 10.21%
00m 00.02s

ElapsedTime

00m 00.01s

E
=
Q
o
=
@
5
w

INFO : 70 Comparison of Longest Build Steps

JKQL> Compare only diffs longest 5 event... [>_| (08 £ \/ 00m 00.00s

X - X
i 33‘5@‘ *

0 .
Fri Jan 27 2017 14:38:00 EndTime ' : 190306d" ; EventName

StartTime EventlD 0 00:00:0 i 0 00:00:0 - View 1-50 of 1088

Info M Acceptancestart ign | 201 14391 ¢ 3910,

Buildend Checkdeps L : : : Bl
L

JKQL= Get number of events group by e [>_| [eB

View 1-50 of 50 ParentlD
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Monitor a planned update to application architecture

Build Scorecard

1088 events [

Get number of events for latest hour group ... |>_

=
CRITICAL

ERROR

35

Yulnerability

RunTest2

AcceptanceEnd

DeployEnd

EndUserTestEnd

PerfStartEnd

ResponseTimeTest-
Oracle

ToAppStore-Video

ResourceName

commons-collections-
322jar

myAndroidApp-Oracle

myAppl-Cracle

Project-Android

Project-Android

Project-Android

cominastel
festoiceTools java

Project-Android

myAppl-Cracle

myAndroid4pp-Yideo

Leave Feedback Viewlet | +

Comparison of Longest Build Steps

- Compare only diffs longest 5 events ... |>_

ActivitylD

Correlat
or

ElapsedT
ime

EndTime

EventlD
Msqg Sign

ature

ParentlD
<

2fe9ebe5-21e7-11e

6-8a08-00219b306d

10,319ddd14-21e7-

11e6-b8d3-0025903
5f22d

182.175.23.34

Acceptance

2fe5a614-21e7-11e
6-8a08-00219b306d
10

0 00:00:00.026440

2017-01-27 14:3911
0.667426 -05:00

2ff9063b-21e7-11e6
-b8d3-00259035f22

Event

3008bdf0-21e7-11e6_
L

b8d3-00259035122d
| Master to compare |

2ff9a2a3-21e7-11e6-2

a08-00219b306d10,3

19db602-21e7-11e6-b
8d3-00259035f22d

182.175.23.34

Acceptance

2ff70a82-21e7-11e6-8
a08-00219b306d10

000:00:00.036440

2017-01-27 14:39:10.
781034 -05:00

3008bdf0-21e7-11e6-

BAdA AAACARAESA

Summary + L

Jenkins Build Workflow

et relatives show ast... [>_ | QB

Gradle

Difference

Maven Deploy

Bl EndUserTest  Publish

00:00:00.0

Mamn Mal:M

aMN:MNaM.Na g
N

Acceptance PerfTest

~Pe o
oY
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Monitor a planned update to application architecture

Summary +

Build Scorecard 1088 events |‘|_7|_| Comparison of Longest Build Steps _—_.— Jenkins Build Workflow

= Get number of events for latest hour gr [ ; j - Compare only diffs longest 5 events ... |>_ : Get relatives show ast... |> | QB

Event
3008bdi0-2167-1106; Gradle
b8d3-00259035622d° o N CY —
commans-collections- T ————

Vulnerability 3.2.2jar | Masterto compare |

EventName ResourceMame

RunTest2 myAndroidApp-Oracle 2fefebes-2187-118  oen 5o 5927 41268

6-8a08-002196306d :
- 08-002190306d10,3 Jenkins
myAppl-Oracle ActivitylD ;133{;13;3?10455;;;3 189db802—213?—1198|—b Maven Deploy
£6-DBd3-
— 8d3-00259035f22d
AcceptanceEnd Project-Android

COMERt 189 1752334 182.175.23.34

DeployEnd Project-Android

= Console =

B EventName | StartTime ElapsedTime @EveniType  Message Severity Exception EventlD ParentiD

O crade 2017-01-27 14:38:53.834875 -05:00 Oms CALL Compiling VoiceTools. java 4 /iy WARNING Deprecated APl usage A 25f5170e-21e7-11e6-b8d3- 25e5d593-2167 *
O Grade 2017-01-27 14:38:53.693812 -05:00 Oms CALL Compiling VoiceTools java B _\'\.‘.“."ARNING Dieprecated APl usage 2 2Re0572e-21e7-11e6-b8d? 25d07867-21e7
O Grade 2017-01-27 14:38:53.769273 -05:00 Oms CALL Compiling VoiceTools java 2 ;\,‘.".I'ARNING Deprecated APl usage 2 ?8ebZcce-21e7-11e6-b8d3 25dbc33d-21e7
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Notification of an impending problem

WAS Issues WAS Scorecard 124 events WAS HeapSize

JKQL=> Get number of events for latest 30 . [>_ : JKQL=> Get number of events for latest 30 .. [>_ : JKQL> Get number of A"\ Heap Size

variance detected by

statistical analytics;

50 i INFO 30 proactive notification
£\ WARNING

Severity e{ Event Count

40
ERROR

30 & CRITICAL

20

Event Count
Event Count

WAS CPU Warnings 8 events

10
r l/ JKQL= Get number of events for latest 60 ___
0

G G G Severi e{ ResourceName Event Count
P?S.\"\.“:‘ ?&Q\,& @\,‘?A E@j@@ E@_%OC@,(\{;P‘ ty

0

it

g
977 eo®

g G o
ae2® e wia®

weo?

Severity i INFO ResourceName

View 1-6 of 6 . . .
— History Deviation HeapSize, server03 (WAS)@DEMO -]

History Deviation HeapSize, server03 (WAS)@DEMO -]

View 1-11 of 11
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Alert Wizard Creates Notifications about MQ Problem

Alert Wizard Alert Wizard
Create an Alert C Create an Alert : :
Create an Action INFO CASES ACTIONS Create an Action INFO CASES ACTIONS
Pick an objective(s) you want to be alerted about (can be selected only from the same sef)
Manage alerts Name: * JVM Heap Problem Manage alerts

Search objectives...

Manage actions Severity: Warning v Manage actions ooTmm W mm————mmmmm—" mmmmmmm—m

|  JVM Heap ((ActivityMame starts with ... CompletedWithou... Count{Eventld) =0 where _..
Logs - Logs
What you want to monitor? g [ JVMHeap ((ActivityName staris with _ Completed ActivityStatus = ‘END"
® ®
® Activities @ Events Order Placed ActivityName = "AcceptOr. . Successful CompCode = "SUCCESS”
What information you want to get? =
W asaisteps list(Setame) has all of (a...
(® Number of occurrences () Details
SLA ElapsedTime == 2 seconds
How often to report?
ISuccessiul CompCode = "SUCCESS”
\_) per occurrence
O Every 10 QCCUMTENCes ICNFO CASCES ACCTIDNS Response Time SLA ElapsedTime = "3 seconds”
® Every 60 seconds ¥ .
hd an email Write to a Logfile Run a program

sight Email Motification '|
—s e

t Some ns |
= it ; - E |
Subject: |[${TrlggerSe\renly}] Trigger ${TriggerName} |
[${Triggerseverity}] On ${TriggerTime:date} at ${TriggerTime:time} Trigger
Message: ${TriggerName} found ${NumberOf[@]} activities.
gl
Browse available placeholders Set default values

" NASTEL TECHNOLOGIES, INC.
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Performance problem due to "CPU stealing”

set Event for latest 4 hour where EventName = 'RunTest!’

EventName

[

RunTest1

=

RunTest1

[«

RunTest1

[

BEunTectd

Parent

Topology

Compare

Performance

RO TESTT

RunTest1

RunTest1

RunTest1

RunTest1

O 00000000 O

RunTest

StartTime

2016-05-24 15:47:31.5899{
2016-05-24 15:38:53 7877(
2016-05-24 15:39:31 7162;
2016-05-24 15:39:31.6702;
2016-05-24 15:39:31.7865!
2016-05-24 15:47:31.8285
2016-05-24 15:39:10.7699¢
2016-05-24 15:39:31.7601"
2016-05-24 15:38:40.9328(
2016-05-24 15:38:53.8970:
2016-05-24 15:47:31.7930°
2016-05-24 15:39:10.5507¢
2016-05-24 15:38:40 8867t

201R-05-24 15-38-41 019A!

ElapsedTime EventType Message Severity

36ms

351

I1ms

CALL Running acceptan... =< | ) INFO

Create an Analysis Viewlet
Make your Selection or go Next.

Select a Snapshot and then select the properties to display

Snapshot Name Snapshot Properties Selected Properties
Activity + @ count ¥ CPU(3)

o Count
Memory TotaICpuUsec o TotalCpulsec

PS Scavenge
PS MarkSweep
CPU

Thread
ShopingCart -

TotaICpuUserUsec o TotalCpulserlsec

m

>| 0B &~
Exception SnapShotCount
Bo 8
Bo
Bo
Bo
Bo

m

Selecting runtime
snapshots (CPU

metrics)
| & (=
Bo
Bo

AL Runnina accentan 0 R INFO

~

UL}

(=il 2

39
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Performance problem due to "CPU stealing”

set Event for latest 4 hour where EventName = 'RunTest!’ > | QB 5 ~
M EventName StartTime ElapsedTime EventType Message Severity Exception SnapShotCount
RunTest1 2016-05-24 15:47:31.5899¢ 36ms CALL Running acceptan... =< | ) INFO Bo i
RunTest1 2016-05-24 15:38:53.7877¢ 351 ) E 0
Create an Analysis Viewlet k :
RunTest1 2016-05-24 15:39:31.7162] 311 E 0 1
RunTast 2016-05-24 15:39:31.67027 361  Make your Selection or go Next. E 0
Parent L
] 2016-05-24 15:39:31.7865: 311 Show ltems i B
This is seriousness of data.
| 2016-05-24 15:47:31.8295° 33r| Q 0
Topology © Critical severity V]eW all 8
| 2016-05-24 15:39:10.7699¢ 311 This displays the current status of your data elements . 0
[ oo runtime events = E
2016-05-24 15:39:31.7601¢ 32r @ All severity levels o E 0
Perfarmance This displays all severity data. dur]ng Selected
[C] “reomrrest 2016-05-24 15:38:40.9328( 361 . . E 0
[ RunTestt 2016-05-24 15:38:53.8970: 35¢ This displays only volume of activities and events. E 0
| =
[ RunTest1 2016-05-24 15:47:31.7930° 32r E 0
[l RunTest1 2016-05-24 15:39:10.5507¢ 31| E 0
[ runTest1 2016-05-24 15:38:40.8867¢ 351 < Previous E 0
7 RunTestt P01A-05-24 15-38-41 01967 31ms Al Runninn accentan 0 EINFD (=N i
4| mn r
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Performance problem due to "CPU stealing”

Order Process Analyze_Order Process X

JKQL= Analyze event EvaluateFraud

From 2016-05-24 19:30:24 i To 2016-05-24 19:35:49 i [ ShoWws Zoom Today 10 days 1 month

. 19 S —— 19:32 TL , k35

Elapsed Time for Selected Events M Positive Trend Negative Trend
00:00.04

High CPU
consumption

00:00.02

00:00.00 S
Count, TotalCpuUsec, TotalCpuUserUsec TotalCpuUserUsec M Count TotalCpuUsec
10k

100
1

el Click to view event
0.1m details occurring
Volume of All Events & Activities

300 during same time
slice for root cause

Il Event M Activity

Starttime
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NASTEL

e o (R Business Analysis Use Case

Emma, vice president of the digital business
marketing organization, is focused on
metrics that show how the business is
performing . She expects IT to notify her of
problems before they begin to impact
customer behavior.

www.nastel.com



Determine where mobile users abandon online purchases

Abandon Purchases

Abandon Purchases
JKQL> get number of events where severity > 'INFO' group by eventname show as barchart

jKQL> get number of events where severity > 'INFO' group by order by show as piechart

Breakdown of
> S mobile users
abandoning
purchases -
Register: 16.67% based on funnel
within the app. " 5

Event Count

EventName

SelectShopType
ShowOptions: 25.00%

SelectShopType: 18.33%
ShowOptions — Register SelectShopType Upgrade

Abandon Purchases Abandon Purchases

jKQL> get number of events where severity > 'INFO’ group by prop(’Carrier’) show as piechart JKQL> get number of events where severity > 'INFO’ group by location show as piechart

Breakdown of
mobile users Breakdown of

tMobile: 35.00% .
abandoning mobile users
purchases - based abandoning
on geo carrier. purchases - based

on geo location.

Dallas, Texas: 28.33%

New York, NY: 5.00%

Verizon: 36.67%
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Abandoned purchases (e.g. users, devices, geographies)

Abandon Purchases

jKQL> get number of events where severity > 'INFO' group by servername show as piechart

iPhone6: 16.67%

Breakdown of mobile
users abandoning
purchases by device
type/name.

Geo maps and
transaction topology of
where and how
abandonment happens.

SamsungSé6: 83.33%

jKQL> get relatives show as geomap

L 4

United States

Abandon Purchases

JKQL> get number of events where severity > 'INFO’ group by location show as piechart

Breakdown of mobile

users abandoning i Ol Teran: 26.33%
purchases - based on k

geo location.

New York, NY: 5.00%
Paris, France: 66.67%

Locations 7

get relatives show as topology >.|e8 © v

KaL
@, @ Server | #3 Applicaion | G DataCenter | & Resource | FE Database | T} Queue |
— SenlMessage | —-- AdsOn | —- Enclosed

PokemonGo@11.0.0.41 PokemonGo@11.0.062
=t 3
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Revenue potentially lost due to performance problems

Revenue Loss Revenue Loss

jkQL> get number of events fields ‘Amount')), ‘Amount'y) where exception exists group by startlime show as linechart - y JKQL> get number of events fields sum(prop('Amount')),

'Amount’)) where ion exists group by location show as __ [

Break down
of revenue

loss by time
and location

Avg of Amount

Sum of Amount

10:20
StartTime

Tue Aug 16 2016 10:09:50 — Tue Aug 16 2016 10:19:57 — Tue Aug 16 2016 10:20:06 Tue Aug 16 2016 10:20:17 — Tue Aug 16 2016 10:20:54
o
s

View 1-5 of 5

Dallas, Texas — New York, NY

Revenue loss
and reasons

View 1-3 03

jKQL> Get event for Today where exception exists and location in('Paris, France')
B EventName StartTime ElapsedTime  EventType

okemon.coin...

Dill down into all
events responsible
for revenue loss

Buy pokemon.coin
Buy pokemon.coin...
okemon.c

Buy pokemon.c:
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How to improve revenue via machine learning

= Bayesian Classification used to automatically determine probability of events
= Bayes algorithm applies learned information to newly streamed data

®  Groups data into sets and determines probability

Predicted Risk of Losing based on Phone Carrier FZ‘J

JKQL= Get number of activities from 'RiskLosingCustomer' group by properties('phoneCarrier’) show as piechart |>_| 0B 25 ~\,

This query retrieves

Verizon: 16.67% _ ATT: 16.67% I activities from the set
“Risk Losing Customer”,
which is populated by the
Bayes function and
grouped by phone carrier

T-Mobile: 33.33%

Sprint: 33.33%
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How to improve revenue - Bayes classification and Prediction

= Sentiment analysis is supported by analyzing messages

" Trained via rules to know the difference between customers with negative and
positive sentiment, the Bayes algorithm is used to “profile” negative and positive
outcomes (cancelled accounts, placed orders)

Leaming Rules for Customer Sentiment

JKOL=> get set fields setname, classifier, learnguery where classifier contains 'Sentiment'

B SetName Classifier LearnQuery
e MNegativeSentiment CustomersSentiment Get Event Fields tokenize(message,” ') where name="cancel.account’
was FositiveSentiment CustomersSentiment Get Event Fields tokenize(message,” ') where name=place.order
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Open source instrumentation

48

Streaming Ecosystem -- https://github.com/Nastel/tnt4j-streams

= HDFS, MQTT, JMS, Node.js, Angular.js, Collectd, Nagios, WebServices, JSON, etc

RESTFul and WebSocket APIs -- https://github.com/Nastel/jkool-client-java-api

Python Streaming API -- https://github.com/Nastel/tnt4py

Real User Monitoring -- https://github.com/Nastel/jkool-rum-plugin

Syslog -- https://github.com/Nastel/tnt4j-syslogd

Log4J -- https://github.com/Nastel/tnt4j-log4j12

Java Byte Code -- https://github.com/Nastel/tnt4j-streams-zorka
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