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[first_what_is_REST?
What makes an API “RESTful”?




REST is an Architectural Style

stands for Representational State Transfer.

An architectural style for and data.
Typically using HTTP... but not all HTTP interfaces are “RESTful”.

Simple and intuitive for the end consumer ( ).

| —
[ ]
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MQ Service Provider for
z/0S Connect EE

Key Principles of REST

m MQ Service Provider for
. z/0S Connect EE

Query Parameters are used
for refinement of the request

Use HTTP verbs for GET

Create, Read, POST http://<host>:<port>/path/parameter?
Update, Delete PUT

(CRUD) operations DELETE

URIs represent things
(or lists of things)

GET http://www.acme.com/customers/12345?
RESPONSE: HTTP 200 OK
BODY { “id" : 12345

Request/Response “name” : “Joe Bloggs"”,

Body is used to “address” : “10 0ld Street”,

represent the data “tel” : "01234 123456",

object “date0fBirth” : "“01/01/1980",
“maritalStatus” : “married”,

“partner” : “http://www.acme.com/customers/12346" 1
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g’ MQ Service Provider for

RESTfU'. SI.I ppOI’t z/0S Connect EE

z/0S Connect Enterprise Edition:
POST /account ?nane=Fr ed + O uson with Fred's information)

GET [/ account ?nunber =1234

PUT [ account ?nunber =1234 + [_1 (JSON with dollar amount of deposit)

t N

HTTP Verb conveys the method against URI conveys the resource to be The JSON body carries the specific data
the resources; i.e., POST is for create, acted upon; i.e., Fred’s account for the action (verb) against the
GET is for balance, etc. with number 1234 resource (URI)

REST APIs are increasingly popular as an integration pattern because it is stateless, relatively
lightweight, is relatively easy to program

https://martinfowler.com/articles/richardsonMaturityModel.html|

m MQ Service Provider for

Some red flags... 2105 Connect EE
(How to know if you are doing it wrong)

1. Unique URIs for different operations on the same object

http://www.acme.com/customers/GetCustomerDetails /12345
http://www.acme.com/customers/UpdateCustomerAddress/12345?address=

2. Different representations of the same objects

POST ht}pi//WWW.asme‘.‘com{customers RESPONSE HTTP 201 CREATED
BODY { “firstName”: “Joe”, " M "
“lastName” : “Bloggs” BODY { "id Poresast,
: , —_— R "
“addrx” : “10 0ld Street”, “name ", “Joe Bloggs”, "
" " " " address”: “10 New Street
phoneNo : “01234 0123456" t uiel” . 91234 0123456"1
3. Operational data in the request body
POST http://www.acme.com/customers/12345 RESPONSE HTTP ZOE) oK
BODY { “updateField”: “address”, BODY § “did" "12345",
“newValue” : “10 New Street”? ——— “name” : “Joe Bloggs”,
“address”: "“10 New Street”
“tel” © 01234 123456" %

© 2017 IBM Corporation
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Why is REST popular?

Ubiquitous Foundation

Relatively Lightweight

Relatively Easy

Development

Increasingly Common

Stateless

© 2017 IBM Corporation

It's based on HTTP, which operates on TCP/IP, which is a ubiquitous
networking topology.

Compared to other technologies (for example, SOAP/WSDL), the
REST/JSON pattern is relatively light protocol and data model, which
maps well to resource-limited devices.

Since the REST interface is so simple, developing the client involves
very few things: an understanding of the URI requirements (path,
parameters) and any JSON data schema.

REST/JSON is becoming more and more a de facto "standard" for
exposing APIs and Microservices. As more adopt the integration
pattern, the more others become interested.

REST is by definition a stateless protocol, which implies greater
simplicity in topology design. There's no need to maintain, replicate or
route based on state.

MQ Service Provider for
z/0S Connect EE

© 2017 IBM Corporation

How do we describe a REST API?
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/swagger/open_api

The industry standard framework for describing RESTful APIs.

© 2017 IBM Corporation

Why use Swagger?

It is more than just an API framework

4% OPEN API

Write Swagger

Swagger Editor allows API
developers to design their
swagger documents.

© 2017 IBM Corporation

Read Swagger

Swagger UI allows API consumers
to easily browse and try APIs based
on Swagger Doc.

=

MQ Service Provider for
z/0S Connect EE

There are a number of tools available to aid consumption:

Consume Swagger
Swagger Codegen create stub code

to consume APIs from various
languages

Js < W
;ﬁls:alaa o
ol X
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/zos_connect_ee

Truly RESTful APIs to and from your mainframe.

© 2017 IBM Corporation

Can we do this today?

MQ Service Provider for
z/0S Connect EE
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Can we do this today?

CTG ar CICS SOARSIN Webservices

MQ Service Provider for
z/0S Connect EE

IMS Mobile Feature Pack

082 J50N

Completely different configuration and management.
Multiple endpoints for developers to call/maintain access to.
These are typically not RESTful!

© 2017 IBM Corporation

You need a single entry point!

MQ Service Provider for
z/0S Connect EE

[

E RESTful APIs available from one endpoint
[

With sophisticated mapping of truly RESTful APIs to existing mainframe
and services data without writing any code.

© 2017 IBM Corporation
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Data mapping

Overview

MQ Service Provider for
z/0S Connect EE

m =f0S LPAR
ZAS Conmect EE Address, Sparn. Z Subsystems Address Space
o | |
« ]
1L
[
© 2017 IBM Corporation 16
. MQ Service Provider for
Data mapping 2105 Connect EE
A closer look
m =fO8 LPAR
205 Comnect EE Address Space Z Subsystems Address Space
M | 1
E ‘ 1 Moppre f
[ i i
i t
1 1
1 1
1 1
T T
! N
GLT http://www.acme.com/customers/12345 B}
RESPONSE: HTTP 288 0K L a1 INQCUST Z Subsystems Address Space

BODY £ “ID” =

“name” :

“Lel” :

“address” :

"12345", —* az Il

"Joe Bloggs", 82 NAME
*18 0ldStreet"”, &2 ADBRESS
ME1234123406" 1 82 b

PIC 9 (BE.

PIE x {&8).
PIE x {128}
HIE 9 {11}

SEPVENPYN NP PRI S |
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COBOL source versus JSON schema

01 M NI LOAN- COMVAREA.
10 nane pic X(20).
10 creditScore pic 9(16)V99.
10 yearlylncome pic 9(16)v99.
10 age pic 9(10).
10 anmount pic 9999999v99.
10 approved pic X
88 Bool Val ue value 'T'.
10 effectDate pic X(8).
10 yearlylnterestRate pic S9(5).
10 year| yRepaynent pic 9(18).
10 nessages-Num pic 9(9).
10 nessages pic X(60) occurs 1 to 99 tinmes
dependi ng on messages- Num

"mni | oan_commarea”: {
“type":"object",
"properties":{

"name": {
"type":"string",
“maxLengt h": 20

“creditScore": {
"type":"nunmber",
"deci mal ",
“mul tipled":0.01,
"maxi munt': 9999999999999999. 99,
"'m ni muni': 0

© 2017 IBM Corporation

m MQ Service Provider for
z/0S Connect EE

COBOL
Source

JSON Schema
equivalent

All informationis sent as
character string and
numeric precisionis
reduced as an issue

Six Steps to expose a z/0S Asset
1. Install z/OS Connect EE

a MQ Service Provider for
’ 2/0S Connect EE

=fO5 LPAR

&l

/05 Address Space

z/0S
Asset

Install, set up, and start a z/OS Connect EE Server.

© 2017 IBM Corporation £ ibm.biz/zosconnect-installation

€ ibm.biz/zosconnect-start-server 19
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Six Steps to expose a z/0S application MO oS comnect EE
2. Create your service definition

To start mapping an API, z/OS Connect EE needs a representation

of the underlying z/OS application: a Service Archive file (. sar).
Service (.ear)

N E mekadaia
z/0s d
asset b,
I JSON schema pair

Use a system-appropriate utility to generate a . sar file for the z/OS application
API Toolkit (CICS and IMS)
BAQLS2JS (MQ and WOLA)
z/0S Connect EE Build Toolkit (DB2)

FH

© 2017 IBM Corporation € ibm.biz/zosconnect-sar-creation 20

Six Steps to expose a z/0S application " oS Comnect£8
3. Create your API

AP Editor
Data Transformation Mapping
: datafield ———————————————————  datafield
: data field data fiald
- APT Service
- 5 data field data field
: dala field data field

Import your .sar file into the API toolkit, and start designing your API.

From the editor, create an API Archive file (. aaxr), which describes your API and how it maps to underlying services.

© 2017 IBM Corporation € ibm.biz/zosconnect-create-api 21
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Six Steps to expose a z/0S application
4. Configure your service provider

MQ Service Provider for
z/0S Connect EE

=[S LPAR

zf05 Conmect EE

z}0S Address Space

E 2 P b ™, \E Service | | 2/0s
» H H - Provider Assct
serversoml ﬁ
Configure the system-appropriate service provider to connect
to your backend system in your server.xml.
© 2017 IBM Corporation € ibm.biz/zosconnect-configuring 22
. . . MQ Service Provider for
Six Steps to expose a z/0S application 2105 Conmect EF
5. Deploy your service
205 LPAR
=/OS Conmeet EE /05 Address Space
. Service 2/03
E —* ? Semoeiﬁlj—b% Provider Asset
R :

| — Y

Deploy the .sazr file generated by the service definition utility by copying the .sar
file to the services directory. (This step uses the .sar file generated in Step 2.)

© 2017 IBM Corporation € ibm.biz/zosconnect-define-services

23
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Six Steps to expose a z/0S application
6. Deploy your API

MQ Service Provider for
z/0S Connect EE

=[S LPAR

zf05 Conmect EE

z}0S Address Space

Q-2 || w ) or T [
|
serveraoml BI
Deploy your API using the right-click deploy in the API toolkit,
or by copying the .aar file to the apis directory.
© 2017 IBM Corporation o ibm.biz/zosconnect-deploy-api 24
H H H MQ Service Provider for
Six Steps to expose a z/0S application 2105 Conmect EF
Done
205 LPAR
=/OS Conmeet EE /05 Address Space
E API | > Sewioeiﬁlj »L ;’em’:ii;':r s
[

serveraor] bl

Your API is ready to be consumed: go tell your developers!

© 2017 IBM Corporation
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Use API requester to call external APIs from N e oo en for
g
z/0S assets
Distribuind systear
REST‘fuII
| endpoint
API request =085 sysiom
“:I:; ﬁREmf
APIreq v endpoint

APL

Clound servies

N
RESTful
endpoint

3

Including MQ

© 2017 IBM Corporation 26

[api_toolkit/partl

Simple service creation for MQ.

© 2017 IBM Corporation 27
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API toolkit

Creating a service

1y Y o Fompaine el

© 2017 IBM Corporation

MQ Service Provider for
z/0S Connect EE

Use the API toolkit to create services through
Eclipse-based tooling.

Services are described as Projects, so can be
easily managed in source control.

p—

28

API toolkit

Service creation —a common interface

2. ceServioaPioect Senice -a

0 Ovirviem  Jene

P ——

%, it sarice prast weion.

S DI Chirr Sarven
o oo
et

o »
- Boacty Pogem
g I Conat T Sarvice Proan

ey v 8 e ra ”
Crost 0% Comrect EE Service project.
it o
s _—
Conste Service rasrtace. L
e . Lo comni )
Ariguree serae cleitme 5 Bervics
i | N
Owerven Configurstion.
2 cns e IS

A common interface for service creation, agnostic of back end subsystem.

© 2017 IBM Corporation

MQ Service Provider for
z/0S Connect EE

O Overview  Jemons

Toe s
e 180
Bescripson
L e et
- Specity Tramaction covte
e S 105 Camen I Servicn Prajert ?

Crmute o ravm /0% Correet £F Sarvice proseet

W i b f ¢ Oscouikmn tevis ]
CICH Crannel v
g
i s Aot
Garvaw | Configurstion
a = coce I

29
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lk’ MQ Service Provider for
API too It z/0S Connect EE
Creatlng a service
Q import Bz You start by importing data structures into the
Import Input or Output Message Data Structures service interface from the local file system or the
Impoet COBOL or PLA data struchures (from copyDooks of includes) of full programs. =l WOrkSpaCe.
Inport from: Local file system -
File type: COBOL data structures oaly =
Sowestalser  [CAGSLab = The service interface supports complex data
Datastructe foe: [ DFHONCPLERY +] [Browse structures, including OCCURS DEPENDING ON
Data structse name: | DFHONCPL - and REDEFINES clauses.
Acd to Import List
Data Structure Name Data Structure File
i Canel
© 2017 IBM Corporation 30

A PI lko MQ Service Provider for
tOO It z/0S Connect EE
Creatlng a service —req uest message
£ finquireSingle Sevce | #F “inquireSingleflequest
Service Interface Definition »You can then see the imported data
R R e e e e i saasee|| Structure and can redact fields,
R a 2iniwiEimial 8 rename fields, and add descriptions
- . — - to fields to make the service more
iy boluge  Iiteriace renarme Default Freld Value  Data Type Fanld Lengen  Stant Byte
+ B COMMAREA consumable for an API developer.
" CHAR & 1
ECIMAL 2 T
SAGE CHAR ] ]
CHAR m -}
STRUCT m B3
STRUCT m B2
4 s
4 92
E "
&0 u
B0 155
% CA_ORDER_REQUEST redefines C CA_ORDER_REQUEST 1 ]
© 2017 IBM Corporation 31
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API toolkit M0 /08 CommectEE

Creating a service — response message

# inquireSingleResponse

You can then see the imported data

Service Interface Definition v
structure and can redact fields and
Define and customize your request and response senice interfaces. Right-click 8 row and select the appropniate action from the context menu, of Select a row and N
click the appropriate bution. rename fields
Search = £ *| 0 minle
Fieids. Inclsde  Interface rename Default Field Value Data Type Field Length  Start Byte
+ B COMMAREA
+ ¥ DFHOXCPL
CA_REQUESTID =) CA_REQUEST ID CHAR 6 1
CA_RETURN_ CODE [+ CA_RETURN_CODE DECIMAL 2 7
CA_RESPONSE_MESSAGE ] CA_RESPONSE_MESSAGE CHAR il 9
% CA_REQUEST_SPECIFIC (Redefine L) CA_REQUEST_SPECIFIC CHAR 911 &8
% CA_NQUIRE REQUEST redefines L CA_INQUIRE REQUEST STRUCT 911 &8
4 % CA_NQUIRE SINGLE redefines (1] CA_INQUIRE_SINGLE STRUCT a1 28
CA_ITEM_REF_REQ =] CAITEM REQ DECIMAL 4 28
FILLO - FILL O DECIMAL 4 92
FILL_1 =) FILL1 DECIMAL 3 96
a CA_SINGLE_ITEM <] CA_SINGLE_ITEM STRUCT (1] k2]
CA_SNGL_ITEM_REF ] CA_SNGL_ITEM_REF DeCimaL 4 E)
CA_SNGL_DESCRIPTION ] CA_SNGL_DESCRIPTION CHAR 40 103
CA_SNGL_DEPARTMENT & CA_SNGL_DEPARTMENT DECIMAL 3 143
CA_SNGL_COST <] CA_SNGL_COST CHAR 6 146
IN_SNGL_STOCK = IN_SNGL_STOCK DeCimaL 4 152
ON_SNGL_ORDER ] ON_SNGL_ORDER DECIMAL 3 156
FlLL.2 =) FILL_2 CHAR B840 159
% CA_ORDER_REQUEST redefines C L CA_ORDER_REQUEST STRUCT s -]
© 2017 IBM Corporation 32

API toolkit M0 08 ConnectEE
Creating a service for CICS and IMS

B b by * Finally, you can export the service
E’:I:ol.v.hn- D gl e v o s g, Db o asege v wgusslid ars o v 1 e baner ol prOjeCt as a Service Archive file
Ciport senvice package to: ( sar)‘
) Wurkapave
@ Local file system

Folder | CASARTiles

Mile name: ireSi sar

I ey e

K Caneel

© 2017 IBM Corporation 33
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Creating Services without the Toolkit 0 Service Provider for
For MQ and WOLA use the supplied conversion utility BAQLS2JS

BIND Files
Request COPYBOOK These are binary-format files that contain information

about the field definitions and the data transformation

requirements.
Response COPYBOOK These are placed in a USS file system location based on
input parms you specify.
JSON Schema Files

These provide the JSON schema used to interact with
the backend program based on the COPYBOOK data
requirements.

These are placed in a USS file system location based on

This is a "bottom up" pattern (language structure to input parms you specify.

JSON). There is also a "top down" pattern (JSON to

language structure). That is bagjs2ls utility. Service Archive (SAR) F||e
-------- > This is a ZIP-format file that contains the JSON schema
H and some meta-data. This is input to the API Editor
PARMS for bagls2js
(next unit) to create the APIs.
This is placed in a USS file system location based on
input parms you specify.
© 2017 IBM Corporation 34

Creating Services without the Toolkit M0 /08 Comnect EE
For DB2 REST Services use the z/OS Connect Build toolkit (zconbt)

S
JSON request

JSON response | — zconbt — -

A ///
Properties file |

Generate the service archive file

© 2017 IBM Corporation

w
o
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[api_toolkit/part2
Quick and easy API mapping.

36

API toolkit
API definition

“cataing A1 B

2/05 Connect EE AP1 Editor

T Dedtribe your Am

e saaig

Dase patn Ieataicgansger
T T

| Pun
e Tatartitam
W Mom v

» R oo
o

& mn
frem (et
4| e =

» irauiresirgl

’ Irquresirgia

+ (I e

© 2017 IBM Corporation

Description: | AP for browsing Inguiring and srdering Rems from a catalog

Servica... || Mapping. x
Servics._ || Mapping. x
Service_ | Mapping. . x
Sanvica... || Waping. x
Servics.. || Mapping. x

MQ Service Provider for
z/0S Connect EE

The API toolkit is designed to encourage
RESTful API design.

Once you define your API, you can map
backend services to each request.

Your services are represented by .sar
files, which you import into the API toolkit,
regardless of how the .sar was generated.

37

9/29/2017
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API toolkit
API mapping: Point-and-click interface

cataiogManager APl “recuet

%

1 «Cliek bo fitter_»

= % WTTP Request
1+ «Click po fifter_»

© 2017 IBM Corporation

MQ Service Provider for
z/0S Connect EE

Map both the request and response for
each API.

Map path and query parameters to native
data structures.

Assign static values to fields, useful for Op
codes.

Remove unwanted fields to simplify the
API (remember request was set to
01INQC in the SAR).

38

API toolkit
API mapping: Point-and-click interface

2 respanse ©

< GET.itams
~GET Items

(% DFHOXCPY
2 <Click 10 filter_>

Transterred

10.1] integer
t0-1] string
to.a]

§0-1] integer
[01] in
[0.1] integes
ATA  [0.1] strirg

(= HTTP Resporse
T <Click 1o filter—»

© 2017 IBM Corporation

MQ Service Provider for
z/0S Connect EE

Allows the API Developer to remove fields

to simplify the API

39

9/29/2017
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API toolkit M0 o8 ComeeteE
Change management

Mappings are preserved when .sar files change
(for example, when a copybook is updated).

E 1 ; Impact analysis shows you what will break before
S, wnin : you import the new .sar file.

. , Broken mappings are highlighted in the Eclipse
Problems view and in the mapping editor.

© 2017 IBM Corporation "0

API toolkit M0 08 ComectEE
Server connection and API deployment

Manage z/0S Connect EE server connections in the Host Connections view:

@ 205 Connect EE » | % Deploy APIto 2/0S Connect EE Server
Compare With » |l Export 2/0S Connect EE API Archive
r —
Configure » G Importz/0S Connect EE Services| (03 Deploy API |
Scurce i o 705 TTr I
ny 2/05 Connect EE Server: @ -+ 2CEE Production Andromeda
Properties AltsEnter | ® YOS Remote System (4)
& ZOSME: The following APIs already exist on the server:
4 i3 /0S Connect Enterprise dition (2) |J
& 2CEE Production Andromeda [;nl APIname Version Base path
g, 2CEE Test Drion [Andomeds] i 101 TS
| I
[ Jipdats existing APis
€ One or more APIs already exis: on the server.
!

Right-click deploy to server enables developers to quickly deploy, test, and iterate on their APIs.

z/0S Connect EE servers view allows you to start, stop, and remove APIs from a running server.

© 2017 IBM Corporation 41

9/29/2017
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API toolkit M0 oS ComerteE
Testing with Swagger UI

Test your deployed APIs directly with
Swagger UI inside the editor.

g Bl e »
W A
3 hostcomncdtions |

S T G

— No need to export the Swagger doc to

Contacts

ThE I an APTEnr masaghtg FnrT. a separate tool.
feorkflasheme

defzult u

B e L

| - —

| - ]

Bl iestions &
Kesporse Ronent [ype st ]
Perzmaters
. - m
JPSS—— rezser i,
Latt Toaurea e g
Tyman
© 2017 IBM Corporation 42

/common_scenarios

Typical connection patterns to different subsystems.

© 2017 IBM Corporation 53

9/29/2017
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Connect to CICS M0 705 Commect B8
Topology
m OELPAR
— z}0S Conuect & | CICS Region
E API Ej_. Sen.riuemi L oxes cIcs
(.aar) (.sar) - Providear Program
[ .
I server.aml BI

Connection to CICS is configured in server.xml.

An IPIC connection must be configured in CICS.

© 2017 IBM Corporation € ibm.biz/zosconnect-scenarios 59

Connect to CICS (CICS-embedded-scenario) MO ot CommectEr

Topology
/05 LPAR
CICS Ruglon
Liberty VM Server
| =f05 Conmect BR |
E API Scrvice —p— Sgrli(r:ige CICS
P (.aar) (.sar) - D "l Program
1
| server el h[
© 2017 IBM Corporation £ ibm.biz/zosconnect-cics-embedded-config 61

9/29/2017
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Connect to IMS
Topology

MQ Service Provider for

z/0S Connect EE

E5 —

=05 Connect EE M3 Addross Spece
| anr Service i | ms | s
(-aar) (.sar) Pravigzr Connect program
[
| servecamm Bl

Configure the connection to IMS through ims-connections.xml and ims-interactions.xml
in the IMS service registry.

Use the API toolkit to configure the service.

© 2017 IBM Corporation € ibm.biz/zosconnect-scenarios

64

Connect to DB2

MQ Service Provider for

z/0S Connect EE

Topology
= .
1 =/0% Commect EE DEZ Address Spacs
API Serviee Rf;setvckl;":“‘ ““““““““““ o JSON DB2
(.aar) (.sar) Provi dér Service Table
|
I sarveraml BI

Connection to the JSON Service is configured in server.xml.

A JSON Service must be configured in DB2.

© 2017 IBM Corporation £ ibm.biz/zosconnect-db2-rest-services

68
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MQ Service Provider for

Connect to a WOLA-enabled z/0S application %108 Connect EE

Topology
= =
——) /05 Connect EE
API Service gL wWoLA  zj0s
(.aar) (.sar) P%or:i';:r module/APT  application
[ : :
| servesxml B'

Connection to WOLA is configured in server.xml.

The z/OS application must be WOLA-enabled.

© 2017 IBM Corporation 7

Connect to MQ N s comenter
Create the service definition

WSBIND
Copybook BAQJS2LS

JSON schema pair

””VIMJ) i)

Service Archive (.sar)

.sar is used to create the API using the API Editor in the Toolkit.

© 2017 IBM Corporation € ibm.biz/zosconnect-sar-creation 72
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Generating z/0S Connect EE artifacts

MQ Service Provider for
z/0S Connect EE

/1 ASSI ST  EXEC PGV=BPXBATCH

/1 STDPARM DD DSN=USERL. ZCEE. | NPUT(M NI LOAN) , DI SP=SHR
/1 STDOUT DD SYSOUT=*

/1 STDERR DD SYSOUT=*

//STDENV DD *

JAVA_HOMVE=/ usr/ | pp/j aval J8. 0_64

11

PGM / shar ed/ | BM zosconnect / v2r 0/ bi n/ baql s2j s
PDSLI B=USERL. ZCEE. CNTL

REQVEMEM NI LOAN

RESPMEMEM NI LOAN

DATA- TRUNCATI ON=ENABLED

MAPPI NG LEVEL=4. 0

CHAR- VARYI NG=COLLAPSE

LANG=COBCOL

LOGFI LE=/ var/ at s/ zosconnect / server s/ server 1/ dat axf orm M ni | oan. | og

PGM NT=COMVAREA

PGWNAME=ATSCM NX

WSBI ND=/ var/ at s/ zosconnect / server s/ server 1/ dat aXf or mf bi nd/ M ni | oan. wsbi nd
SERVI CE- ARCHI VE=/ var/ at s/ zosconnect/ server s/ server 1/ dat axXfornisars/Mnil o
SERVI CE- NAMVE=M ni | oan

URI =http://server1. exanpl e. or g: 8080/ M ni | oan

JSON- SCHEMA- REQUEST=/ var / at s/ zosconnect/ servers/ server 1/ dat aXf ornf j son/ M ni | oan_r equest . j son
JSON- SCHEMA- RESPONSE=/ var / at s/ zosconnect / server s/ server 1/ dat aXf or nf j son/ M ni | oan_r equest . j son

an. sar

73

The MQ Service Provider

Free of charge z/OS Connect service provider that allows existing services that
are fronted by MQ to be accessed via a RESTful front end

e Both z/0S Connect V1 and z/0S Connect EE V2 and later are supported
¢ Same capabilities in both versions

Clients need to have no knowledge of MQ

MQ Service Provider for
z/0S Connect EE

Without z/OS Connect

z/0S

Backend

With z/OS Connect

Backend

9/29/2017
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serVice types @ z/0S Connect EE

¢ Each URL in z/OS Connect maps to a service

¢ With the MQ Service Provider there are two different types of service
* Two way services
* One way services

¢ A two way service provides request/reply messaging:
1. Client issues HTTP POST with some payload (JSON)
2. MQ Service Provider sends payload (optional transformation) to one MQ queue
3. Back end application processes payload and puts response on reply MQ queue
4. MQ Service Provider gets response (optional transformation) and sends it to
client as the body of the HTTP POST response

¢ A one way service exposes standard MQ verbs against a single destination

e HTTP POST == MQPUT (queue and topic)
* HTTP DELETE == MQGET (queue)
e HTTP GET == MQGET (browse) (queue)
MQ Service Provider f
Connect to MQ ® /08 Comect €€
Topology (Two-way service example)
Z/O5 LPAR
zf08 Subsystem
| Existing ML App Acdroes Spars
m zf05 Comnect EE Request |
E AP BP Servit:eh?‘__' z/05 Application
[
Response
Queue
POST
You can also configure one-way services.
© 2017 IBM Corporation £ ibm.biz/zosconnect-mq-service-provider 76
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Connect to MQ

Topology (One-way service example)

MQ Service Provider for
z/0S Connect EE

z/0S LPAR

| Existing MQI App

z/0S Connect EE
, L Mo
< APT > Service Jg ™ C;:cc)av\i/(\ilzyr/
(]

POST
GET
DELETE

© 2017 IBM Corporation £ ibm.biz/zosconnect-mq-service-provider

The server.xml File (MQ)

<f eat ur eManager >
<f eat ure>j ns- 2. 0</f eat ur e>
<f eat ur e>nmzosconnect : zosConnect M) 2. 0</ f eat ur e>
<feature>wngJnsCl i ent- 2. 0</ f eat ure>
<f eat ure>zosTransaction- 1. 0</ f eat ure>
</ f eat ur eManager >

<

<variabl e name="wngJnmsC ient.rar.|ocation"
val ue="/usr/ | pp/ ngn’ VOROM2/ j ava/ | i b/ j ca/wny. j nsra.rar"/>
<wngJnsd i ent nativeli braryPat h="/usr/| pp/ rmgni VOROM?/ j ava/ | i b"/>

<zosconnect _zosConnect Servi ce i d="ni ni | oan"
dat aXf or nRef =" xf or mJ SON2Byt e"
servi ceNane="M ni | oan"
servi ceRef ="M ni | oan" />

<ngzosconnect _ngzOSConnect Servi ce i d="M ni | oan"
connect i onFact ory="j ms/ qngr Cf *
wai t | nt er val ="30000"
destination="jms/request“ replyDestination="jns/response"/>

<j msConnecti onFactory id="qmyrCf" jndi Nane="j ms/ qngr Cf
connect i onManager Ref =" ConMyr 1" >
<properties. wmJNMS transport Type="Bl NDI NGS* queueManager =" MX®1" />~
</ j msConnect i onFact or y> i

<j msQueue id="request" jndi Name="j ns/request">
<properties. wmJns
baseQueueName="ZCONN2. TRl GGER. REQUEST" targetClient="MJ CCSID="37"/>
</ j mQueue>

e

<j msQueue id="response" jndi Name="j ns/response">
<properties. wgJns
baseQueueNane="ZCONN2. TRI GGER. RESPONSE" target O i ent="MY CCSI D="37"/>
</ j nsQueue>
</ server>

MQ Service Provider for
z/0S Connect EE

Features related to JMS Support

JMS Connection Factories,

78
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m MQ Service Provider for
= z/0S Connect EE

API Editor Eclipse Tooling

“miniloan APL

z/0S Connect EE API Editor

&
= Describe your API

Name: rriniloan Description:

Base path:  /miniloan

Version: 100

4 Path x

¥ Methods +

» Miniloan Servict. || Mapping.. ]
+ EZH viriom Service...| | Mapping.. x
» EEGER 1inican Senvice..| | Mapping.. *

Service Archive (SAR) file imported into API Editor

a MQ Setrvice Provider for

API Editor Eclipse Tooling o /oS tomenE

miinilan APT request
¥ pOST
~POST +x

= 4 ATSCMINKOperation
1 <Clicic to fitter_»

= %] HTTF Request

B <Click to filter_>

Bhssign=

W Remave =

i Remave -

O Properties

Transform - Assign

General Vahue: 00005

Documentation | ¥ Omit fram intertace

Use the mapping tool to transform the request and response messages

81
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Two way Service Elements

server.xml

<zosconnect _zosConnect Servi ce i d="ni ni | oan"
dat aXf or nRef =" xf or m) SON2Byt e"
servi ceNane="M ni | oan"

IserviceRef ="M ni [ oan™ /3

connecti onFact ory="j ms/ qngr Cf "

wai t | nt erval =" 30000"
destination="j ns/request"

repl yDestinati on="j nms/ response"/ >

servi ceDescri pti on="M) Repl y/ Response Servi ce"

<ngzosconnect _ngzOSConnect Ser vi ce

Provided by
z/OS Connect

Provided by MQ
Service Provider

* HTTP POST to https://<hostname>:<port>/miniloan
e All MQ related information is held in mgzOSConnectService element

e Overridable via HTTP headers, e.g. ibm-mg-gmo-waitinterval
* Builds on the MQ messaging provider in Liberty. Uses JMS

gh MQ Service Provider for
. z/0S Connect EE

Queue Manager and Queue Elements (JNDI)

<j msConnecti onFactory id="qmyr " j ndi Name="j ns/ qmgr Cf "
connect i onManager Ref =" ConMgr 1" >
<properties. wmJMS transport Type="BI NDI NGS"
queueManager =“ QVZ1" />
</ j msConnect i onFact or y>

<jmsQueue id="request" jndi Nane="j ns/request">
<properties. wmgJns
baseQueueNane="Cl CS. TRl GGER REQUEST"
targetCient ="M
CCsI D="37"/>
</ j msQueue>

<j msQueue i d="response" jndi Name="j s/ response">
<properties. wmJns
baseQueueNane="Cl CS. TRI GGER. RESPONSE"
targetCient="MY)
CCsl b="37"/ >

MQ Service Provider for
z/0S Connect EE

83
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@

/zosconnect/apidocs
Get the Swagger definitions for your APIs

© 2017 IBM Corporation o

API Documentation N e oo e
Get your Swagger on

‘I_
[
r

m Jagit cIcs
fapi2
fapi1
6B

- J2pi3 forss

e

J_
]
.

APIs are discoverable via Swagger docs served from z/0S Connect EE.

© 2017 IBM Corporation
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/miscellaneousTopics

performance, high availability, Liberty

2017 IBM Corporation 86

Performance M0 o8 ComectEE
High Speed, High Throughput, Low Cost

Transactions Per Second for 4K Responses using API zlIP eligibility for 4K responses using
pass-through and dataXform API mapping and dataXform

4500

4000
3500 /
3000
2500

s ",f”’
2000
1500 /
1000

500

0 1W00ckents | 200chents | 3o0chents | aoochenss | So0chents
100 threads ‘ 200threads ‘ 300 threads ‘ 400threads ‘ [Fon wor | soome T —rn o |
[-e—Ts 50 | 974 ‘ 2945 ‘ 3885 | [manpeigiie %]  si7s | 107ee 165.13 15854 2850 |

z/OS Connect EE is a Java-based product: Over 99% of its MIPs are eligible for ZIIP offload.

©2017 1BM Corporation ) ibm.biz/zosconnect-performance-report 87
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High Availability o e rover o
Topology

Z/OS LPAR
Adrniy Port 1
1001 7 Sul
iED R EEE Addres;Spal:e
1100
TMort
Sharing
1100 6T
e §) woscmas -
1002 Address Space
L. Sheznd ot
——» Sysplex Distributor [ frary
2fOSLPAR
Z Subsy
SEE Address Space
A Z Subsy
SEE Address Space
© 2017 IBM Corporation a ibm.biz/zosconnect-ha-concepts o ibm.biz/zosconnect-scenarios 88

What Does z/0S Connect Provide? MQ Service Provider for

z/0S Connect EE
A framework to secure and manage access to z/OS resources using REST:

Liberty z/OS Runtime —’| CICS

z/0S Connect EE
V3.0 API Toolkit
IMS
REST z/0S Connect
Clients EE V3.0
L Batch
l 1 1 i
Data Di Audi Loggi horizati
Conversion iscovery udit ogging Authorization
1. Liberty is provided as a runtime. This is significant 3. These are "interceptors" and provide function that is
because the capabilities of Liberty are available to z/0S called for each request that arrives.
Connect EE V3.0 which runs inside, notably: security . . . .
4. Both the "service provider" and "interceptor" interfaces
2. Backend connectivity is provided with "service provider" are extensible, allowing you to write your own, or for
code. The connectivity mechanism is a function of the third party vendors to write code and use z/OS Connect
backend system: CICS=IPIC; IMS=TCP;DB2=RESP; EE V3.0
MQ=JMS;BATCH=WOLA
© 2017 IBM Corporation 89
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Thank you for listening.
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